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7.4  awnsalgnuseuulnia 220 V AC 50 Hz 1o

8. auanvuziawzgunsaluareewiuad Usznaudiae

8.1 qunsal Server Load Balance diu DC-Site $1uu 1 wine fiandnuwasiamesiolui

8.1.1

8.1.2

8.1.3

8.1.4

8.1.5

8.1.6
8.1.7

8.1.8

8.1.9

8.1.10

8.1.41

8.1.12

spaduuuu Appliance ﬁaanuuumzi‘w%’uﬁ'm'mﬂuuaan'ssmamu‘lﬁ’ﬁ’v‘lﬂmn'su
Uszgna (Application Delivery Controller)

wesil Application L4 Throughput lsitfesndn 20 Gbps uay L7 Throughput lsitiae
N1 20 Gbps

#B43843U concurrent connections (sessions) Tuseiu Layer 4 Idlaitfaenda

28,000,000 connections (sessions) wavsea3u HTTP requests per second lusysiu

Layer 4 Laiviosndn 1,000,000 requests

#833843U Layer 7 Connections Per Second léagnsias 180,000 Connection

a@nnsavin SSL dwsu RSA Talsitfesnda 15,000 CPS u3afnin

AB33893U SSL Bulk Throughput l¢ieeieiias 9 Gbps

finasAwu 1 Gigabit Ethernet Copper WUU built-in #3auuufinga Cooper

Transceiver Modula lsitfosnin 5 wesn wazilwesauuu 10 Gigabit Fiber (SFP+) sl

1B8N31 2 Woin wieu Transceiver WUU SR

AesiimiigAudlitesnit 16 GB uuu ECC RAM n3afni

nesiimieianudeyauuuyiin HOD v3e SSD vumerwglitfosni 30 GB

ABea130vin Layer 7 Application Persistence 16 uavanunsayin Load Balance

Inele Method Wuu Round Robin, Least Connections uae Fastest Response %30

Response Time lailustatiae

fesannInnIIIdeuanIurgUnsal (Advanced Health Monitoring) lasnsmsaaaey

NSVINNULBY ICMP, TCP, UDP, HTTP, HTTPS, FTP, DNS, SMTP, LDAP I#iflusti1atios

ABIANINTON Virtualization Tuseiu Layer 3 w3 Application Delivery Partitions

%39 route domain %38 virtual domain %38 virtual appliance (VADC) atiatio

32 Instances
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8.1.13
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ABIANTAVIINULUY Web Application Firewall (WAF)
ABIaNTY1 Authenticate User nouidia Application Tn Application Access
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Active/Standby uag Active/Active l@lusuian
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Drop %3® Redirect Content luseiu Layer 7
TPUUUSMSIANISNMSVNIUBINISNTEAELATBMY (Server Load Balance
Management) Slnaudnuaisiawizsielui

8.1.19.1 weAwas Server Load Balance fnnanifognariondil

1) famuuadosnsuiaimediailou (VM) 7 ana. fvualile

2) fD3a11150UINITTANITHIU Web GUI 38 Command line 16 uaz
aunsaleanu Multi Tenancy & self-service 16 wazanunsadanisuuy
Role-based Access Control 161

3) fiBaaunIavin Application policies fiu ADC 161 1y URL rewrite, Body
rewrite, Header rewrite, WAF security policy, IP access policy 1 u
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- fosanunsananenisidnududiuiuwesidusiuie Volume lu
usiay Location ¥84 client Insuanwwaiuwuu Geolocation #3e

e =]

Country location

- Fesannsauans HTTP Mldluusay Request

- ABIANIIOUAAY response code ¥4 HTTP éwanil error code
(4xx 38 5xx) user @aw3auily debug Taeld request analysis
#i® request v 9 n38ld Event filttering Ly traffic ever log 1a

- ARANNTORARNITINIY HTTP request lugasiiafinnsfunie
TIUNYINIATBILGAY request 19

- fpsannsauaniNaime client 19 operating system loag
. JEm—

— o~ A
c o ) S ST st wih 9/18




- ABIATAUARINATIN client 1 browser Taaglunasidn
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5) #esamsngdeyanisidais szezinainismevauss HTTP / HTTPS |
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Bandwidth uag31u3U request Imﬂ@LfJuUizmﬂ nin1A Y238l
31U bytes 19 13808N WALIIUIU request Y89 HTTP/HTTPS
[ a o ¢ = Yoo
6) aunsnguayaltianvesgunsal Server Load Balance filauaunly wse
e 4;‘
YUY ADC leigiadl

FesamsaLARIUINN traffic Wavuaiidanislag ADC defunil
feaNTILanIIuINGIgaYeINsITeNfaves client nioufy
, Anadensidouse wazdeansouanisvaunsidoureves
client fiou9

AOIANITOUANINITUINTE request TUuAAY Server uas
annsanansnaliullesifud v3e volume ¢

fasannsauans Traffic Y uazIeanTevLA
ABIAINITORAAIIAINITNBUAUDIYDY Server wazinanldly
dun13 qU8IN15Y transaction

ABAAIUITAUARNY HTTP response code lan1¥dmyunIs
novausiianaalugdeanayiniu
Fasannsauanisiuunsdouse ssi luusazdianan
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7)  #eausavia response time drill down WensavaauLUUdsanTY

anwae End-to-End response time 581314 client uag Server 161

8) FosamnsnYin RESTFul APIs Liteyih device management, application
configuration wag reading analytics data waziieldausauiu
\3sila deployment automation L4y Chef, Puppet, Ansible lay
CI/CD tools 14U Jenkins 16

9) ol Dashboard dMTuuanINanN1sUYBITEUY Application
Delivery Controller (ADC)

10) #i@e@mNI0¥1 Health monitoring devices "Umqﬂﬂ‘mi Server Load
Balance ﬁtaualﬁ

11) fipsanansaviins Backup wag Restore Configuration Tfugunsnd
Server Load Balance fiausls

8.2  guUnsai Link Load Balancer dmiu DC-Site $1uau 1 mize Handnwuziowizseluil

L . = @ o L Z
8.2.1 #puduuuu Appliance fispnuuusndmiuimunuuaznszaesiliiu Link

Network %38 Link Internet
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8.2.2

8.2.3
8.24

8.2.5

8.2.6
8.2.7

8.2.8

8.2.9

83 aunsain

=l o

#esiinein SFP+ d 13U 10 Gigabit Ethernet w3oRninlitiosni 2 1ee wiey
Module 10GBASE-SR #38@n1 S1uaulsitiosnin 2 Port

iiwasn copper Gigabit Ethernet wiafinits uliitiosnia 8 veq

Aol Layer 4 Throughput lsitfesndn 6 Gbps waranusaviauy Layer 7 97y
Throughput litiesnan 4 Gbps Tngaunsasesiuniseeiy Layer 4 Throughput
Litfesndn 12 Gbps waranursavineuu Layer 7 #e Throughput lsitesnan 11
Gbps

M8935895U Connections Per Second (CPS) Tusedy Layer 4 laiviesndn 170,000
Connections Per Second (CPS) uag Layer 7 Requests Per Second (RPS) laitae
M1 250,000 Requests Per Second (RPS)

ApIRNIaYI Link Load Balance Iélaghisfesiausgunsalifia
sedmIsaseIunIINIEEIvanduanuil (Global Server Balancing) 16t
ABIANNITANTINABUAITVINIUYBITEUVIIY (Health Checking) Idifusgrstias
fasieluil TCP, UDP, ICMP ,HTTP/S, DNS, SNMP, FTP, SMTP
ABITDIFUNISINNULUY High Availability Network Tagld VRRP vi3aiisuwinle le
197U 2 7 583UMIULLUL Active-Standby, Active-Active way Hot-Standby
AU130ATIIABUAIUAANAINTUNITYIIIUTEAU Service Based wasyin Stateful

Failover ¢

3dunavdesiun1syninuusruuiAIetIsuuy DDOS Protection $1u7u 1 4a

L :
fauanwuslanzas Uil

8.23.1

8.3.2

533
8.3.4

seallugunsal Appliance fioanuuuandmiuianastiestunislaufiuuy DDoS

lagianz uazdesldinalulaguuu Stateless-dmiunnuszinnvesnislaufuuy

DDoS (L3/4 wae application layer)

Ao il Mitigation Throughput liition31 2 Gbps wara u15a988 License

Throughput T@lsitiesndn 10 Gbps agliFealduunieiia Hardware

sesannsatestunis Flood fdasilaitesnd 15,000,000 Packets #eduii

el interface WUU 1G Copper w38 1GE SPF w58y Modula Transceiver WUy
Copper 8813918t 8 wain lavausnvin segment lun1snsivaey Traffic wuu
inline 8613%U 8y 4 segment kavinaindiniuuinisianisuuy
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8.3.5

8.3.6

8.3.7

8.3.8

8.3.9

8.3.10

8.3.11

8.3.12

8.3.13

8.3.14

8.3.15
8.3.16

Y oa = al €= v ° v -

no3iN13 bypass lunsaingunsaliitymi wazdosanunsavinlagld software nie

Hardware bypass 1¢

ABIA1150v1 mirror link status w38 link state propagation @1%3u port pair 19y
ol i - . ¢

N9 internal interface fiUgyn1 physical down guUNIaIU130 down external

. < ook ; oo v

interface  pair NU internal interface NiiUgywle

ABIANITAUINITTANITHIY web-Ul n3oK1Y Centralize Management wag CLI

[ ] L7

commands (Uupgneuee

fesau1satleaiu DDoS eg1aieasil TCP/UDP/HTTP flood attacks, botnet

protection, anti-spoofing, payload expression-based filtering, permanent and

dynamic blacklists/whitelists, traffic shaping, TCP connection limiting, fragmentation

attacks, connection attacks, multicast/private address blocking Tﬂﬂﬂ‘]‘iﬁg 1A
uaviaBuuUaA1ae q lu countermeasure gunsaiannsnfualuvinnulevud
Inelaisiaa reset w3e stop/start policy

spsaansntesiu SSL/TLS attack d w3 application Server 14 web, mail wag secure
VPN Server o

ABIaIU190%1 Blacklist #38 Block M1y IP Location (Country), domain, wag URL
1ot

sesfl learning tool Ly GUI lums leam traffic profile titel4lunseir countermeasure
Ty rate-based wipa$a real time signature lneslusd viewisuwile
AB9a111505095U “cloud signaling” Tasa@1u15nds request U upstream
Service Provider #184AN3#B4N13 subscribe dwm3unis mitigate volumetric attack
Afvuraluginia Internet link ¢ Tnan1s activate signaling fiosasavinlaLuy
automatic (MuA" threshold) Wagiuu manual

ABIAINT50 terminate GRE tunnel nsdlsnTudosld GRE tunnel d1m3U clean
traffic id43197n Cloud service provider

ABIa1U150%11 packet capture Sauf@uTn filter n1suANIMAAINSU Passed,
Dropped, %39 all packets ¢ packet capture finanslu Gul fBIdU130 export
\Ju pcap (packet capture) file I

MBIANN5AES notification W syslog, email wag SNMP trap lat

ABIA1U150YI backup/restore configuration MNTTULTIaUB LA BIEMNT 0T8T
131197 schedule backup 16

#93dl redundant power supply Wazd@u130vin Hot swap 1)

=
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8.4 gunsainsraedygn (Ethernet switch) Sisen1saelui
8.4.1  gunsainszedyann (Ethemet switch) wuv 48 port $1unw 7 Y0 RENuEIaWE
soluil

8.4.1.1 desidnwmuynisiaulifesnds Layer 2

8.4.1.2 devlveudeursszuuinieiy (Network Interface) wuu 10/100/1000
Base-T w30fini1 S1waulsitfesndn 48 wase wavil 1/10GBASE-T $1uny
Liteenin 2 wese

8.4.1.3 desimiearudilidesnin 1 GB wuu SDRAM %358 DRAM wieinin

8.4.1.4  dinsil Throughput litfeendn 130 Mpps wa Switching Capacity laitios
n31 170 Gbps

8.4.1.5 @833095U Mac Address lalsivoeni 16,000 Mac Address

8.4.1.6 #MNIAYI1 Authentication WUy IEEE 802.1x S2fiu RADIUS 'Lt

8.4.1.7 fosamnsnvin Link Aggregation MNasnmsgIu IEEES02.3ad 16

8.4.1.8 #fesNIaUTMTIANTIgUNIalNiuMalUTUNTH Web Browser

8.4.2  gunsainseaedtyan (Ethemet switch) WU 24 port ST 7 4m Tinadnuamany
sioluil

8.4.2.1 seldnwauznmsvinulidesnin Layer 2

8.4.22 doslveadouressuuinietts (Network Interface) Wuu 10/100/1000
Base-T v30n31 Y1waulsitiosndn 24 wosm waxil 1/10GBASE-T $7u2u
liidesndn 2 wesn

8.4.2.3 seuiviiuAmdTliteunit 1 GB wuu SDRAM w38 DRAM w3afinin

8.4.2.4 @l Throughput litiesnin 95 Mpps Wag Switching Capacity lsitiosnin
128 Gbps

8.4.2.5 #BI3833U Mac Address ldlsivfenin 16,000 Mac Address

8.4.2.6 MBIV Authentication WUy IEEE 802.1x $aufiu RADIUS 'L¢f

8.4.2.7 #psaminvi Link Aggregation mumnsgIu IEEEB02.3ad ¢

8.4.2.8 #eIwENNIAUIMTIANISYUNTAINTUNTUIUNTI Web Browser
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