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HTTP Compression ')
ARIANINTOYINULUY Web Application Firewall (WAF)
ABIANS0YI Authenticate User noultingia Application leg Application Access
Management (AAM) %38 Authentication Gateway u3stiguLinla
#B4a11150¥1 Routing Protocol LU Static Routes 1luseatlay
Fosaninsnsessunsvhanu High Availability tevinunauvulunsdaunsalfvan
Aedndadlianmnsavhendddmuund Tasseedumsiensusuldfuuy
Active/Standby wag Active/Active loluaunnas
ABIENSald Script M1 Tool Command Language (TCL) wWieldlun1s Modify,
Drop %138 Redirect Content lusesiu Layer 7
FEULUIMTTANT MSYIUBIN1INTYNeIATWIYY (Server Load Balance
Management) ﬁﬂmﬁ'ﬂwmuawwda‘lﬂﬁ

8.1.19.1 wavias Server Load Balance finniautFognaioodail

1) AaRavuASosrauRasiadiou (VM) Al and. fviualvie
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2) #9a1U150UINISTANTISHIU Web GUI w358 Command line 16 uas
am1501997u Multi Tenancy & self-service 16 Lazauisadanisuuy
Role-based Access Control gt

3) fosa1u50%1 Application policies fiu ADC 16 191 URL rewrite, Body
rewrite, Header rewrite, WAF security policy, IP access policy Wudy

3) Foslinieslodmiuieseyt asradeunasutidynidedn neanunse
atoyadeinues Client Adnanlussuy T

- ARgdINIT LR Avg Endto-End Latency W oudniiainig
movauadlun1591 Transaction /19 9 191

- fasaursauanenisiduiluiiuiuesidudnie Volume Tu
wiaz Location 984 client lntnanawalluluu Geolocation #3e
Country location

- fasanunsouans HTTP fldluusiay Request

- FDIAINITOUANS response code V83 HTTP twnidl error code
(Axx Y38 5xx) user @1OUNLY debug lag/Te request analysis
79 request i 9 wseld Event filtering uu traffic ever log @

~ Foeamnsonandsiuau HTTP request Tutasandidiafiumie
uUNTInaIBIUAaY request 16

- fesanunsouanInainma client 14 operating system lnagj

- feE1u1sakanInaiing client 1o browser TaagTunisidn
application

- Fasamsouanana IP Address AIfin15de request i a1 wa
AunsouaRIHanIN filtter la

5) sipsausagdasanisidiie srazaINsaudues HTTP / HTTPS
Bandwidth uazd1u9u request Tnogiiuusema giina 92sariid
37U bytes 193000n WATIUIU request U8 HTTP/HTTPS

6) amnsngteyaidadnvegunsal Server Load Balance fliauaunld vie

wuy ADC il
- Fosanansouana3inm traffic savuaiidanislae ADC Aedund
- psamniauanisiuiugegnvasnsidensieves client wiouty
 Aadsmsideude wavdiEunsonanssiuiunsdausavas

client A%
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- AOIAINNTOLAAINITUANDY request TUUAAY Server way
ausouanamaduesidus vie volume 1o
- feaEunsouan Traffic vidiuaranoonvun
- fRIANNTOLARIIAINITABUALDIUDY Server waziaaildly
AU qUBINIIV transaction
- AR3AUTTOUAAY HTTP response code law 1@ 1miunnsg
nevaussiiiawaalugedoyaaviiy
- fesausauanssuiumadeuse SSL luusazeiaam
7)) AeE@nsnvh response time drill down \onvasunuudednly
anwig End-to-End response time 521314 client waz Server 14
8) Fesw13ovi RESTFuUl APIs tiev device management, application
configuration Way reading analytics data wasiteldausauiy
\3esile deployment automation iy Chef, Puppet, Ansible uag
CI/CD tools 14y Jenkins 161
9) ol Dashboard @w3unanINaNITN914T85zUY Application
Delivery Controller (ADC)
10) Aes@L"5avia Health monitoring devices wadqﬂﬂ'ﬁzﬁ Server Load
Balance fiausls
11) sieaunsnyiins Backup uae Restore Configuration Tvifiugunsal

Server Load Balance fivausla

82 gunanl Link Load Balancer w3y DC-Site $1u7u 1 wide finnudnuasianisselui

82.1 foufiuuuy Appliance fleenuuusndmiuvhauauuaznszasauli iy Link
Network %38 Link Internet

822 soiweain SFP+ dmsu 10 Gigabit Ethernet w3ofninliveunin 2 ¥o3 wiou
Module 10GBASE-SR wsafni1 druruliuesnidn 2 Port

8.2.3 {iwesw copper Gigabit Ethernet vi3afni1dmuaulivasnidn 8 vos

8.2.4 04l Layer 4 Throughput lsitfounin 6 Gbps uasa u150v191uuY Layer 7 6y
Throughput litaenin 4 Gbps lnoa1u1509995UN150818 Layer 4 Throughput
luitfounin 12 Gbps Uara1N190v1191uUU Layer 7 A9t Throughput Litieanin 11
Gbps
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8.2.5

8.2.6
8.2.7
8.2.8

8.2.9

83 @
1l

8.3.1
8.3.2

8.3.3
8.3.4

8.3.5

8.3.6

8.3.7

7845945U Connections Per Second (CPS) lusedu Layer 4 lalfoanin 170,000
Connections Per Second (CPS) kae Layer 7 Requests Per Second (RPS) lutet
N31 250,000 Requests Per Second (RPS)

fosensnsavia Link Load Balance ¢laglsifioauogunsaiiiis
sesanunsnsesunisnsenevanduaouil (Global Server Balancing) 16
AOAAINITONTIVADUNISYINNIUVBITEUUIY (Health Checking) laiusgnatiay
fseluil TCP, UDP, ICMP HTTP/S, DNS, SNMP, FTP, SMTP
#995095UNMIVNULUL High Availability Network Iagld VRRP wiieifieuwinle 1ile
¥N9U 2 M 9995UNIIVINNULUL Active-Standby, Active-Active wag Hot-Standby
AUNTOATITADUAMINRANAIALUNI9YI19IUTEAU Service Based wagyin Stateful

Failover 19

unsalnsiaduuazlesiunisyninuussuuniatiewuu DDoS Protection 1u3U 1 40

AuSNYsaWsalUl

saudugunsal Appliance Meonuuumndmiuriinisieadunislanfuuy DDoS

lnganiz wavdesldinaluladuuy Stateless-dmiunnUszianvanislaginuy

DDoS (L3/4 wag application layer)

7 93il Mitigation Throughput Tl i a8 n31 2 Gbps WAL AINITOVEIY License

Throughput Tétlitiesnin 10 Gbps Tnelsiffesudsuvieriin Hardware

Fosausadleatiums Flood fisnsluiasnin 15,000,000 Packets fa3und

ol interface WUV 1G Copper %38 1GE SPF w38y Modula Transceiver LU
Copper 8819ty 8 Wosn lava1u150%in segment lun15msI9@8u Traffic WUU
inline 8619188 4 segment wasdWosMaISUUIUITTIANISULU Y
10/100/1000BaseT &19tot 2 woie

#ioafin1s bypass lunsdifigunsalfiigmn uassosanunsavillagly software wie

Hardware bypass 161

#B9a11130%1 mirror link status %38 link state propagation &%3u port pair 1tu

ns6if internal interface gy physical down gUnstia1u15a down external

interface 7 pair U internal interface 7i5itlgulé

FNd1L150UINITIANITHIY web-Ul n3aku Centralize Management wag CLI

commands ustitiae

n
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8.3.8

8.3.9

8.3.10

8.3.11

8.3.12

8.3.13

8.3.14

8.3.15
8.3.16

8.3.17

Fosarursntosiu DDoS ageoudail TCP/UDP/HTTP flood attacks, botnet
protection, anti-spoofing, payload expression-based filtering, permanent and
dynamic blacklists/whitelists, traffic shaping, TCP connection limiting, fragmentation
attacks, connection attacks, multicast/private address blocking 1AEuNs GTuq A1
uagldsunuasAnging 4 lu countermeasure gunsaiaansauAtluyiwliiud
Inglifag reset 38 stop/start policy

sosansatioaiu SSL/TLS attack @w3U application Server 1@u web, mail wag secure
VPN Server g1

AD9a11150¥7 Blacklist %58 Block @14 IP Location (Country), domain, wag URL
1%

Foail learming tool uu GUI lums Leam traffic profle ifteldlunsdar countermeasure
A rate-based wioadn real time signature Ilausnlu® viaiisuwinle
ABa1U15098395U “cloud signaling” Tmu@1u150d request 11 upstream
Service Provider 7189AN36/an15 subscribe #1915Un1s mitieate volumetric attack
fiflounalugni nternet link 16 Tnunas activate signaling Fasaunsavinlduuy
automatic (MuA1 threshold) waziuy manual

ABIA11150 terminate GRE tunnel n3dllsdudeald GRE tunnel d115U clean
traffic idun91n Cloud service provider

ABIAIU1ON1 packet capture 513898150 filter N1SWAAINAAINIU Passed,
Dropped, %30 all packets n packet capture Auanslu GUI Feaa1uisn export
10U pcap (packet capture) fite 161

AB9EHN5084 notification N1 syslog, email uaz SNMP trap o

Faansn3avin backup/restore configuration 9INSrULTIAUBLALFBIANNTTOITU
N5v schedule backup 19

#8498 redundant power supply waza@1snsavin Hot swap o
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84 gUnsainsznedtygnas (Ethernet switch) Smenssisiolul
84.1 gunsainsynudoygns (Ethemet switch) WUU 48 port $1uau 7 9 flgadnuamans
sialuil

8.4.1.1 seuldnwaznisviheuliteenin Layer 2

84.12 dosdeudouseszuuinietis (Network Interface) wuy 10/100/1000
Base-T waini1 Swaulsldfeunin 48 wosm uaxdl 1/10GBASE-T $1uu
lsdtfounin 2 wosn

8.4.1.3 sellndiwmuiilutesnit 1 GB wuu SDRAM %3e DRAM videdini

8.4.1.4 w3l Throughput laltiaania 130 Mpps wa Switching Capacity ludag
n71 170 Gbps

8.4.1.5 #B33095U Mac Address lalitiounin 16,000 Mac Address

8.4.1.6 @@ W150v1 Authentication Wuy IEEE 802.1x $aufiu RADIUS 161

8.4.1.7 #s@un3ovin Link Ageregation #1ua1msgu IEEES02.3ad 16

8.4.1.8 seowasnuIvnsinnsaUnsaliiunalsunsy Web Browser

8.4.2  gunininssnednygn (Ethemet switch) wuu 24 port $1uu 7 4 IRadnuamane
soludl

8.4.2.1 elidnwarnsvinulitesnin Layer 2

84.22 #oslveudoureszuuiaietne (Network Interface) wuu 10/100/1000
Base-T w30nn31 Swaulaifounin 24 wasm uaxdl 1/10GBASE-T 117y
lsidesnin 2 wose

8.4.23 soulniiuauitlitiosni 1 GB LUU SDRAM #3e DRAM ¥3efnin

8.4.2.4 93l Throughput lilaenin 95 Mpps wag Switching Capacity ladosnin
128 Gbps

8.4.25 §833895U Mac Address laliitiounin 16,000 Mac Address

8.4.2.6 #3a15Ov1 Authentication Wuy IEEE 802.1x Fauffu RADIUS g1

8.4.27 ¢ W50V Link Aggregation MuumsgU IEEEB02.3ad 1A

8.4.28 fesEnInUIMsIANIgUNIaiNLvMelUTINTL Web Browser
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9. eulvlunisimidu

AruEn1TUsEmneIm AesesdaiensnuanduauarsAreesruy aunsel vensuas
wagAldaesne 4 TuusiazsenisieusenaunsiIsanvetamuenssinTg

nsfvunansdaeunazfoulunsdiss Ry

nefl 1 drsvdiunu 10% maanéuﬁu’wmmmé’ww Lﬁaﬁgmusmsﬂssmmwmﬁm
FTiuN15d1599 WazeaNWUY NsARResEUY Load Balancer LLaqunizﬁSu 7 WATLNUNITALTUY
dweunelu 30 Sutudanniuasuuludygn

el 2 d1sEsau 60% verniduiivuaniudoen Slodrurnisusenasiadios
fuunsdswsusEuL Load Balancer wazgunsaidu q Wuduafanfoudseu nelu 70 Yududs
Mnfuasunludygn msdweugunsalfeniinisdwey w ana. vl ana. dmuely Tned

s1wn1sgunsaiogatiossil

s18n159Unsal 17U
1) gunsal Server Load Balancer muve 8.1 Usenausetotos 8.1.1 - 8.1.19 190
2) aunsal Link Load Balancer mudia 8.2 Usenausedogon 8.2.1 - 8.2.9 1 yn
3) gunsainsRdunarlosiunisyngnuusEuuIAIat Uy DDOS Protection 199

f1UTD 8.3 Usznaumiudotas 8.3.1 - 8.3.17

4) gunsainsynedyeial Ethernet switch)

4.1 gunsaldyayras (Ethemet switch) wWuu 48 port 79

AuYe 8.4.1 Usenausiudatoy 8.4.1.1 - 8.4.1.8

4.2 QUniiﬂﬁ'Eymﬁm (Ethernet switch) LWuU 24 port 7 M

#1399 8.4.2 Usenaumielotoy 8.4.2.1 - 8.4.2.8

] ° ° a & o a4 v v
0ef 3 Frsediuau 30% YenaRunivuanndyy WeRtuEn15UTENATIAIABY
snfun1sfinnsludiuresszuy Load Balancer wavgunsaldu q wiaudndunisausuludiuves
5¥UU Load Balancer uazgunsaldu q wiaudnilununuReulukazesuuadaiivuanis

auflui Wuanadanelu 90 Ju dudaaniuasunaludygn
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10.1
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