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'lJ ... 'lJ 

G"11m'Jti~1 b D'Wrn'J~1:1J beJfl6'1T~'\.J'J~ mm11"118 b~ nV11e:iDmn 'IX b6'1~1U6'1:1Ju'Jru vi1nfl1oEbb1U-:i 1:W b lJ'W~-ru-W-:i 1\ii' 
'lJ 



61VH3!. il~vicr~'OJ:; hJfo-U'mf!'W e:i111~e:i 1~1'U J1A1'Ue:i-:ier~'WoLJmfl'Wm1tiJu ~\l.Q er~'WoLJmG'1'WeJ~\ln~111~ii 
'U 'U 

~vi5b1 tJ fl~mfi11 i~1ti111~e:ifi1b~tJ1111ti1~ I 'OJ1 fl61Vll"l. 

b. ITT rl eJ 'U li'H 'U 1:W1u~~~1flV1V'1.eJ1'<il U J:; fl 1 V'1tJflb~flfl1dUd:;fl1~d1 f11 

8 b~ flnrnu fla m flUJ1 fl!J11il m'rnd:;Yl1~ b .LJ11A' m1t1.i:;~~tJ.LJe:i b61'Ll e:i~"IJu:; m dud~ m~ d1A1vi~e:i~hWLJ 
fl1JA~ b~e:ifl:iJt-JG1U d~ btJ'/Ju~1wl'u vi~e:iii6'11u hl b~tJ n'Uer~tJ.iJm61'W m1 tJ~'W 111~e:ioLJ'~'U11\l fl1d bb oLJ\loLJ'Ll e:i ~ 1\l 

'U 

b U'UDdd:w 111~e:ifl:1.me:i:wnun'U~~'W.LJmflum1tJ~'U 111~m~1vi.W1m 'Ufl1Jbfl'Um1m 111~e:i?ie:i11m~Y11 fl1d 
'ti 

VJ'<il~\91~'U 1~ 1 'Llfl1Jb61'Ue:Jd1A1 
' 

" 0 ..., .. 

ITT. fl1JV1'161~~1'1ffi'U1tJ 

b'JI. (9) 1 tJmru~er"IJ'Ll~fl1JUd~ m~d1mB b~ flvi1e:iufla fl1:i..ndri6'1\l:we:i'U~\l'U m 1171 
'U 

AJ'Uti'1um ti 1 'W ct 1'UYl1md 'Ll'U bb~i'u~'Y11.LJe:i\91 flG1\loff e:i61viV'1. '1~~'11dru1~ ~'Y11.LJe:i (91 fllil\l b u'U111'Ll\l~e:i bb viu 

fl1d'Y11~ruru1\911mb'U'U~ruru111l'\ld~'U h.i.LJe:i (9).m f11171 
v v Q.J v 'I 

b'll. \!J 1 'Llmru~er'/J'U~fl11Ud~ mm1A1B b~ flV11eJU fl611~611:l.J1Jfl?i\l:WffU~\l'U eN 1171 
'U 

A1'Utl1'U.fl1tJ1'Ll ct l'U'Yl1fl1d 111~eJ61VlV'1.b~td11~fl:WA1d~~'Y11.LJei\91flG1\lbU'U'\lltJ\l~eJ m:w.LJe:i b'll.C9l er"IJ'U~ 
'U 

fl11U1~ fl1~11A18 b~ flVlJeJ'W fla'OJ ~ i;f e:J\l 'Yl 1 ~ ru ru1off e:J'U1 tJ \911:W bb 'U'U~ ru ru 1 ~\l d~'U 1 'W.LJ e:i (9). m 111~ei'Yl 1 
QJ v Q.J v 'I 

.LJe:i\91mmlJtJVJ'U'-:i~e:i n'U61VlV'1. mtJ1'W ~o 1'W 'Ll'Uti'~'11fl1'W~1171fobb~\l bbG1~'1~i;le:i-:i11-:iVJiA'flu1~n'W~~~1 
bU'W°'il1'Ll1'Wb1tJbvi1n'U~e:JtJG1~ ct '1JeJ\lJ1A1fi1~\l'1JeJ\l~'lJ1~m m1mfa~flvi1e:iufl611 'IX61viV'1. ~~~e:i 111 u'Uru~ 
'Y11~~t1J11~ tJ 1-li1111A'flu1~nue:i ~1-:i111~-:ie:i~1-:i1~~\l~e:i 1 ud 

(C9l) b1'W61~ 

(l!J) b ~A111~ e:i~119fl'Yl~i5'U1A11b~'U~\l~1 tJ zj\l b U'U b ~A111~e:i~11Yl'YlG1\ll'U~~1 i b ~A 
'\ll~e:i~11YlVit1tJi11~~m~1ww1m 'Wi''U'Yl1~~~1 111~e:irie:iu1'WJ'U1~bn'W m 1'W'Y11m1 

(m) VltJ\l~eJ~1u1~n'Ll'U8\ltl'W1A11.fl1tJ1'W'lJ1~bVlV'1 \911:W~1e:i~1-:i'Vl 
A ru~ fl11:W m d'W btJ'U1 tJ n1111tJ ~ ~-:i1~'U1 u .LJ e:i (9). <S'. (Iv) 111~ e:il\J ~ b lJ tJ111'Ll-:i~e:i ~1U 1~ n'W B b~ flVl JeJU fla \911:W 

' ' 15 m1'Vl m:wu ~~ fllil 1\l rl1111'W ~1 

(<S'.) vi'Ll-:i~e:i~1u d~ nu'Ue:i-:i'U~~m1tJviu 111~ei'U~~vi b1tJviu1111A' flvi1~ ~~hHLJ 
' ' 

8'U ru1 \911 '\Xu d~ fle:J'Ufll\J fl11 b1'WVl'Ub ~ eJ fl11~1 ru'li~ bblil ~U1~fle:J'Ui51fl'OJ ~1U1~ tl'U\911:WU1~ fl1V'1'1Je:J\li5'U1 A11 
'I v 'I 'I 

bb iA'lU1~b VlV'11 VltJ \9111Jd1 tJ~eJ'lJ~~Vlb1'UVl'U~i5'U1A11bb iA-:i'lJ1~ b Vl\'111 VltJ bb~\lbl tJ'l..J 1 '\XV111'U b~tJeJ'U bGl:W 1 Vl1 i 
' ' 

m:w~1 eJ~1\l'\lltJ\l~8~1U1~fl'U'1JeJ\li5'U1A11~Aru~ fld1:1J fl11'U btJ'U1tJfl1111'U~ ~\ld~'U 1 'WoLJeJ ®.<S'. (Iv) 
' 

(ct) ~'Ui5U\9111\iU1G11 VltJ 
"" 

1111A' flu1~ n'Wd Ii):; A'W 1 'IX 1~ tJ 1~il ~e:i m ti' tJ m tJ 1 'W ®ct i't! 'Ll'U 11~Ii)1 fll'U~er"IJ'U~ m1 
'U 

" u1~ m m1mB b~ nvi1e:iun?l (er'U1tJ) ~'W'OJ1flie:it-J n~tJ\911:w~ruru1~e:i'U1tJ bb~1 
'U '\J v v 

111~ nu1~; ntJdl\J~A'W 1'IX1~tJ 1~il~e:im i1 CJ m:we1\91116'!1tJ'Ue:i-:i~61~~sff e:izj-:i61vifl1. 1~~'U 
' 



~. l"i1~i-m61~fl1'i'<ii1m~'Ll 

61'Vlf'l. 'iJd1CJ1°11~-:i'lJ1:i-~zj-:i1~'i1:J.Jn1~J.j61A1b~:J.J 1?161e:i~'iJ'Lln1~e:nm~'Ll'l bb61~ 
l"i11 i'<ii1CJvr-:itJ1-:i bb~11 ~ bbn ~~J'Ll-LJ'e:i b61'Ll e:i~1~-ru fll'iA~ b~ e:ifl 1 ~b li'Ll~'lJ1 tJ bde:i~'lJ1CJ1~6'1-:i:J.Je:iu~-:i'lJei-:i 1~ 

'IJ 'IJ 'IJ 

fl'i'lJ~1'LlVll:J.J~qjqj1~eJ'lJ1 CJVl~eJoLJeJ\?l fl61\lb li'LlVl'Ll'l~eJ bb61~61'Vlf'l. 1~1?l'i1'iJ-r'lJ:J.JeJ'lJ~'l'lJeJ\l 1 lb~ CJU1e:i mb~1 

~. eJ1?1'i11°11tl-ru 

l"i1tJ-ru vn:J.J bb uu ~ru ru1~eJ'lJ1 CJ bb 'Lluvh CJ be:i flli11'iU 'i~ m mlmB b~ flVl'ieJ'Ll fl ad Vl~e:i ., ., 

-LJ'e:i1?1flG1-:i~e:i'lJ1mli'LlV1'Ll-:i~e:i 1~fi~1 'LleJ'm11e:itJ61~ 0.(9)0 'lJe:i-:i'i1ml"i1~-:i'lJe:i-:i~ ~-:ihJ1~-ru:J.Je:iu~eJ1'Ll 
<9)0. 

~'lJ'Ll~fl'l'iU'i~ mm1A1B b~fl'Vl'ieJ'Llflrl zj-:i 1~vh~ruru1~eJ'lJ1CJV11:J.Jbb uu~\l'i~u 1 'U-LJ'e:i 
\I llJ v 9 

@). r;n Vl~eJvlloLJeJ \?l flG1 \l~m U'LlV!'Ll\l~ eJ bb~1 bb~ m ru 'iJ ~I') e:i\l-ruu ';i~ fl'Ll W.l1:J.J'l11 'i~'lJ fl'V'l ~eJ\l'lJ eJ\l~\l'lJ eJ'l ~~eJ 
' 

'lJ1CJ~bil~~'LlmtJ1'Ll'i~CJ~b1m1~ue:iCJfl11 @) tJ 'Llu~~'iJ1fl1'Ll~ 61'Vlf'l. 1~fo:J.Jeiu~-:i'lJe:i-:i 1~CJ1'1eJ\l~u~~fl1';i 
sde:i:J.Jbb'IJ:J.Jbbm 'lJ 1 m ifl1'i1~~~\l b~:J.J[)lCJ 1 'Ll ~ l'Ll tl'lJ~~'iJ1fll'Ll~1~-rrnb~\lf111:J.J'l11'i~'lJfl'V'l~eJ\l 

' 
@)@). 

b~mutl'i~mru'lJ'i~"il1lJ 'V'l.f'l. l!JctbG:'. bb~1bvi1tT'Ll 
@)@). l!J bd eJ 61 vi f'l. 1 ~A'~ b ~ eJ fl~~ 'Ll .LJ m 61'Lle:i'i1CJ1~1~bli'Ll~'lJ1 CJ bb 61~1~1?1fl61 -:i ~ e:i 

'IJ 'IJ 

~\l'lleJ\ll?l 1:J.Jfl1'iU 'i~ m~'ilfl'l~ b~ flVl'ieJ'U flrl bb~1 ~1~'lJ1 CJ'iJ~l'leJ-:ii-:iV1~m.11~\l'lJ eJ\l ~\lfl~11b.LJ1m'iJ1 fl 
'IJ 

~ 1-:i'lJ'i~ b Vlf'l bb61 ~'ll e:i-:itT'Ll l'1e:i-:iil1b.LJ1m1~ CJ'Vl1\l b~eJ 1 m~'Ll'Vl1\l~:W b~eJ 1 vi CJ b~'Ll e:i ~ bbG1~611m'in 1~u1 fl1 'ifo 
'IJ 

'lJ'Ll 1~ 1?11:J.J~ -rll:J.J'Ll \?l ~11 fl1 'i fl~i~vi'i1 -:iri :J.J'Ll 1 ri:J.JtJ'i~ fl1 f'l n1V1u ~ ~~'Ll .LJei b61'Ll e:izj-:i b li'Ll~'lJ1 tJ 'iJ ~ l'1 e:i-:iu;:; i.rn 
dJI '\J '\J d.J 

" I i.I I ..:::::. ..<:;). d Q..I .:;::,! 

l?l 11J fl.0Vl:J.J1 m1 ffrn fl1 'i61\l b61'rn fl1'i'V'l1 ru'lJ CJ'Ll11 ~\l'Ll 

( ®) bb ~'l fl1'ii\lVl~eJtJ1~'l'lJeJ\l~~eJ'lJ1 CJ ~\l fl~11boLJ1:J.Jl'iJ1fl~1\ltl ';i~ b 'VI f'l ~ eJ 

mm~1vi1 n1tJ1'Ll flli l'Ll 1Tu~\lbb~l'Ll~~'lJ1CJi-:i V!~eJ~eJ'lJeJ\l'iJ1fl~1-:itl'i~b'Vlf'l bl'Llbb~bU'Ll'lJ8\l~ 
'IJ 

~IJ:J.J'Ll\?l~l1 fl1'ifl'i~'Vl'i1\lfl1J'Ll'l fllJtl'i~ fllf'l tJ flb l'Ll 1~'lJ'i'i'VIfl1~CJ b~eJ ~'Ll 1~ 
~ ' 

(l!J) ~~fll'i 1~~\l'lleJ\l~~e:i'lJ1CJ~\lfl~11u'i'iVlfl1~CJ b~eJ 1 'VICJ V!~m~eJ~ii~'V15 
' 

b 'lim~mnrn~e:i 1 vi CJ 'iJ1fl~1-:ii.J'i~b'Ylf'lm~-:i'lJ'i~b vif'l1 vi CJ b l'mb~'iJ~ 1~-r'\Je:i'Llru11?1'iJ1flm:J.Jb~1vi11 ~U'i'i'Ylfl 
'., ' 

~-:i'lJmtT'Ll 1~ CJ b~e:i~'Ll~il1'lib~ti1 'YlCJ zj-:i'iJ ~ l'1e:i-:i1~foe:i'Ll ru1 \?lb 'li'LltT'Ll ne:i'Ll'\J ';i';i'Yl fl'lJmG1-:i b~e:i~'Ll vt~m ll'Ll 'llm 
'., ' 

~~IJ1J'Ll\?l~l1 fl1';jfl'i~'Yl'i1\lfl1J'Ll1fl1Jtl'i~fl1 f'!CJ fl b l'Ll 1 ~'\J ';i';iVlfl 1~CJ b~eJ~'Ll 
~ ' 

( r;n) 1'Llmru~1~tJ~u~1?111J (®) vt~e:i (l!J) ~'lJ1 tJ'iJ~l'le:i-:i-ru e:i~vn:J.J fl.Ovtm CJ 

l1~1 CJ fl1'i6'i'l b611:J.J fl1'i'V'l1ll'lJffU1l 

<9)<9). r;n ~~ u.LJ mli1'LI tizj\l 61'Ylf'l .1~ A'~ b~ e:i flbb~1 1~1 uv11 ~ ru ru1V!~ e:i.LJ e:i l?l fl G1 -:i~m liu 
'IJ v v 

Vltl\l~fli11CJ1m1611~ rl1Vl'Ll~ \'l\l'i~'lJ 111 'UoLJeJ flli 61Vlf'l. 'iJ~1'\JVI~ fltJ'i~ fl'Ll fl1'i~'LloLJeJb61'Ll eJ V!~m~CJfl1eJ\l'iJ1 fl 
' 

~e:ie:iflV1'Ll-:i~ei~1u'i~n'Llrn'i~'u.LJe:i b?t'Llf!Yiu'Vl bbG1~m'iJ~'iJ1'iru1 b~ CJfl1e:i-:i1~'lJ~1 iri111J b~ CJV!1ti ~'LI c~1m 
'IJ 



C91C9l.Ci'. ?IY11'1. ?1--J1'Ll~YlB~~~mm 'Vb ~JJ b~m~m..i 1 'IJ Vt~e:ioire:in1Vt'Ll\il 1 mb uu~t\Jt\J1Vt~e:i 
oire:i\91 m:M~m U'Ll'v'!U--J~e:i 1'i~b U'Ll 1 tl\911JJm1m ~'Ll"Ue:i--JG11tTrn1'LleJ' c.mTm--J?t\il (t11m 

" ' 
C91C9l.ct 

0l 'Ll mru~ beJfl?f Trn 'LluVf 1 me:i fl?11'Jtl'J::: m lil 'J1 m fo~ flwmw fl~d ilm1JJ-LJ'\il 

V!~mb~--ln'Ll e'.f~'Lloirm?t'Llff<\l:::lifo--Jtl f1u~mJJr111u~5tJ'IJe:i--J?IY11'1. r111u~5tJ~-:imh11 ~fo:ib ll'Ll~?llil bb6l:::e'.f 
'l.J d..l 'I 'l.J 

~'Ll.if m?t'Lle:i hJil~Yl5b~tJ fl~e:i--Jr111'1!~1tJ 11il I b ~JJ b~JJ 

C91C9l. b ?IY11'1. eHilU'J::: fl11'1 tJ m~ fl fl1'J~\il~e:i 1'Llmru~e:i1 u\11iJ b\il tJ~e'.f~'Ll<LJ'm?t'Ll e:i~::: 
" 

b~tJfl~e:i--Jfi1batJVt1tJ11il I ~1n?tvil'1.hi1il 

(@) ?IY11'1.hJ1iJfo fl1'J~ \il?l'J'H~'Ll~ ~::: 1m'Llfl1'J~\il~eJV!~eJ~\i)fo~\il?f1'J bb~ 
hJbV1tJ'1'WeJ~~:::Vf1fl1'j~\il~eJA~'1d~e:i 1 tJ 

(®) 

m'JA\ilb~e:i niJ~61tl 'J::: 1tJ'llu~1iin'Ll vi~e:iil611'Ll 1ilba tJ nu e'.f~'Ll.if e:i b?l'Ll m1tJ ~'Ll vi~e:i-LJ'lil"U11--Jm'Jbb -U--J-LJ''Ll e:i ~ 1--J 
" 

b U'U'O'J'JJJ V!~eJ?IJJ tJeJJJtl 'Ll nue'.f~'U.if m?l'Ll m1tJ ~'Ll V!~ m~1vi-W1~1 'Llfl11 b?f'Ll eJ11 A1 V!~e:i61e:i11m:::Vl1 fl11 
•u 

Wil~\91~'Ll 11il 1 'Llfl11b?f'LleJ11A1 
' 

(m) m1Vf 1m'J~\il~e:iri~--Jd~ e:i 1tlmwie:i1 ~bn\ilm1JJ batJV!1tJ bbrl?IY11'1. Vt~e:i 
m:::Y1u~e:itl1::: 1tJ'1lU?l1'01'~ru::: 

(Ci'.) mru~'Ll1'LlVi1'LleJ'1b~tJ1tltJ (C9l) (®) V!~eJ (m) \911JJ~rl1V!'Ll\il1'Ll 

fl{] m:::Y111--J zj --JeJe:Jfl\911:ll m 1:1.J1 'Ll fl{] V!m tJ 11il1 tJ fl11~ \il~e:i ~ \il~ 1--J bb61::: fl 11u~V11 'J~?I ~mri-r] 
C9lh m1u51'J~\911ll fl{]Vtll1mb6l:::'J::: b ti tJu 

1m:::Vt11--J1::: tJ::: b 1 m m1~ e:i e'.f~'Uoir e:i b?t'Ll e:i~1\9)-ru m 'J A\il b ~ e:i fl 1 ~ b ll'Ll e'.f 'IJ1 tJ l?1 e:i --1 
" " 

tJ5u~\911JJV!~ fl bflrusvl~fl{]V!JJ'l tJ bb61~1::: b D tJU 1il rl1V!'Ll\il 111\iltJ bA~--1 ri-r\il 
C9lbll. m1tl1::: bil'Ll~61m1u5u~-:i1'Ll'/Ju'1~tl1:::fle:iu m'J 

?tYll'i. ?11m 'Jt;1il1 ~61 m1u5u~--J1'U bb~1 b?t~~mJJ~ t\Jt\11'/J e:i --1 ~~'Ll.if e:i b?t'Ll e:i~1~Hu 
m1A\il b~ e:ifl 1 ~b ll'Lle'.f 'IJ1tJ b ~m11mtl1:::bil'Ll~61 m1tl f1u~--J1'Ll'IJeJ--Je'.f tl1::: fle:iu m1 

" ~ " 
-vY--Jd vn fle'.f~'LloLJ'e:i b?t'Lle:i~1ilfo m1A\il b~ e:i fl hJ~1'Ll bfl rusvi~n1Vl'Ll\il~::: t;1 m:::fo fl1 'J 

" " 
~'Ll.ifm?t'LleJV!~e:i'v11~t\!t\J1tltJffY11'1. H-ti'1ri111 

?tmtJ'UYl\il?leJUY11'1 fl11~ fl'lj1 bb vl--1'151~ ( eJ--Jl°i fl11JJV!1'1l'Ll) 

~~ bJJ'lj1tJ'Ll ®ctbei'. 



(Term of Reference : TOR) 

Lf'1'a.:in1'a 

tJ~utJ'a.:J'a~'U'Ubf'1~el6ll1f.18l.leJ.:JA'UV~eJil~ Data Center Site 
q 'II 'II 

'o II o OJQ.IQ.Q,IQ. • • 

bb~~A'Uf.1~1'aeJ.:JsileJil~~1'Yi'a'Uflf.l'W'Ut91 Disaster Recovery Site 
'II 'U 

2 7 'V'lel'l~Ul 1 fl :tJ 2564 



~'J'U~ 1 tJ'VltJ1 

1. ~el bf"l'a-1n1'a 

tJ.Yutl'i .:m~UtJbfl ~e:i-LJ 1 tl'!J e:i.:i fil'LI 8-LJ 'i:Jl.J 6-1 Data Center Site bb'1tfil'U8 r:11'ie:i.:i-LJ'e:il.J6'1i:11vi .Yu.il t1~'\J~ Disaster 
, '\J \J \J \J 

Recovery Site 

2. 'Vlii'ltJ-11'UVifo~~~eltJ 

6'1m'\Juvi~6'1e:iuvn.:im'i~m~rnb'vi.:i"1n~ (e:i.:i~n1'rnV11'1Ju) 

6'1mDt1'Vl~6'1e:iuvi1.:im'i~mrnb 'vi.:i'1J1~ (e:i.:i~n1'il.JV11'1J'U) (6'1'Vlfi1J 1v1~~u1nuv1'1t1L'Vlfl 1u 1;;iv6'11'i6'1'Ub'Vlfil 

Lb'1:m1'i~'i:J6'11'i (Information and Communication Technology : ICT) \911l.Jbb~'Ubb1i'U'Vl ICT '!J'EM 6'1'Vlfil. 

l.J1"il'Wfi.:ith1"il'\Ju 6'11mwtl1wu'Ubfl~'i:J.:ifl'i:Jl.J~1b\91B1bb:i.l"1l1t1 (Server) bb'1 tbfl~e:i.:i;;in"1J1 ti (Client) m~~~.:i ' ,, 
W.:i1u V'l~'i:Jl.J61Je:JW~bb11tJwt1n~ 'inJu Front Office bb'1~ Back Office 1~t11'll'it'U'Ubfl~e:i"1!1t11.:i"il'i~'i:J6'11'i 

' 

~m~m.i~~bU'U Web Application 

mt1vi~.:i"il1 n fl1'i~~u1 wuum\9l'i\11t1oLJ'i:Jl.J'1i:11vi.Yu m-a bb'1 n b tJ~ t1u.rnt11 mrn~m t1t1 e:ine:i.:i~ m bb~1if t1 
... \J 

zj,:iu e:in"il1 n"il~ b lJumm\11t1-LJ'e:il.J'1i:1Tvi.Yu nT'i bb'1 n b i.J~ EJ'Um ti 1 t1bb'1t m t1ue:i n 1 ue:iu1f1\9lei'.:i"ilt'V111~fl1'i~~'W1 
... \J 

'i~'U'U6'11 'i6'1'U b VI fili11tJ bb 'U'UoLJ'i:Jl.J'1m 'll b U'Ul.J1 \9l'i\11'U b~ tJ1 tl'U vi' 11~~1 tJ~'i) fl1'i bb'1 n b tJ ~ tJ'UoLJe:Jl.Jm~vi11.:i W'U'U 
\J '\J ..,.. 'U 

6'11'i6'1'Wb'Vl fili.:imt11 mb'1t.fl1t1trnn bb'1~vi'11 ~bn~m1mru1 fl1'ioLJ'i:Jl.J '1"il1 m~uu6'1116'1t1 b'Vl fil~u 6"1 ~.:i"il~'1i1t1 
" " I 

'1'111~-LJ'e:il.J ;;,l1m1l.J6'1'i:J~fl~e:i.:i bb'1~i..i1 bzj'i:J~ e:i (Data lntearity) bb'1~1v1-LJ'e:il.J;;i b~e:J fl1'iD'i~l.J1'1~ ;;,~ crn~ei.:i 
'\J ~ '\J '\J 

bbl.i'U~1 

1) .............. ~~ -------l ~ - -· -

c~::?. ........................ . 3) ....... Jc./ ................ .. 
4) ....... ~ .. ~ 5) ..................... : ................................ . ..,,iJ1 111s 



'i\]11.JTW 2 bbvi-:i ~-:id 1.f'1WJ-ife:iirn (Data Center Site) ru B1fl11~1'11fl-:i1'Uflru:;m1l.m1'rn~ii~fl~1 2.f'1'U~ 
'U \J , \J 

~11B'lbbf1:;QA'U?!11?!'Ub'Vlf'1\J1flntJ~u~ (Disaster Recovery Site) ru ~fl Software Park ..;J-:iVll~'U'U'Vl~~ 

zj'lf'1'U~oLJBlJf1.X-:i 2 bb vl'I 1~-;j'~ btlU'i:;\J'\Jfj1'1JoLJBlJf1 ~ij~'Vl t?!e:i'U fj1'UoLJBlJf1 ~?!iJ'fl1?!B'U fj1'UoLJ"EllJf1 ~'1 f):; bb 'U'U 
\J \J dot \J \J ""' \J \J d.11 \J 

fl11?! "El'U 1:;'lJ'\Jfl11fo ?!iJ'fl'i?!B'U 1:;'\J 'U6li 11:; b~'U 1:;'\J 'U fl 11-;j'~~,j''l?!B'U 1:;'\J'UU1:; fl11"1~ i:i'-:i?! "El'LJ 1 :;'LJ'\J 

U 1:; fl1 f'1 ~'1 ?!B'U'Vl fl 1 fl 11?!B'LJ'IJB'I ?!'Vl 1"1. b -d'U fl11Vl ~ ?! B'LJV11'1 fl11~ m~11:; ~'U'lJ1~ ~'U~tJ ~1'U ( 0-N ET) 

1:;~'\Ji'U U.6 lJ.3 bbf1:; ii.6 fl11'Vl~?!"EJ'U'V11'1fl11~fl~1W~'U'lJ1~~1'Ufl11~fl~1'Ue:lfl'i:;'LJ'Uh'lb~tJ'U (N-NET) 

fl11Vl ~?!B'UVJ 1'1 fl11~ fl~11:;~'\J'lJ1~ ~ 1'U B ?! f11lJ ~ fl~1 (I-NET) fl 11VI ~ ?! "El'UVl1'Ifl11~ fl~11:; ~'U'lJ 1~ ~1'U 

e:i 1~1~ fl~1 (V-NET) fl11Vl ~ ?!B'U'Vl 1'1fl11Pl fl~11:;~'LJ 'll1~~1'U'V>j 1:;'v'rn 51"11?!'U1 (B-NET) fl11Vl ~?!"El 'U 
' 

GAT/PAT bbf1:;fl11Vl~?!B'Ul'll1?!1i!t\j 9 l'lJ1 1:;'\J'LJ?11m1me:i-:ifo'l1rn~tJ'UMuwlJ1ru 3,000,000 fl'U~"Elll 

?!Vlf'1. ij1:;'\J'LJ~1'UoU Bl_jf1 bbf1:;?f11?!'UI. 'Vl 1"1~1 'U fl11VI ~ ?!B 'U'Vl 1-:i fl11~ fl~1 bbf1:; 1-X'LJ ~fl11 bbrlVIU1tJ'I1'U\9\1-:i 1 

.X-:i 1 tJ'lJ1:;b'Vlf'1bbf1 :;\9\1-:i'IJ1:;b Vlf'1 'lJ1:;mJ'Utl'U ?!Vlf'1.Vh bb~'U~l'll'U 1~~~'1b ~e:i f111Vl~?!B'UVI 1'1 fl11~fl~1 bb °vi'l'll1~ 
d d " dSJ 1" <V ' 1 d ~ d I -=111-' ' 1:;tJ:;V1 2 '\l>j.f'1. 2563-2565 61l'lbti'Ul.b~'U-:i1'U'Vll'l"El'I '1Jfl1I1ru'"Ylbbf1:; 'lJ1bbfl'ilJVlflruf1fl~ru:;Vl?f\lfl11'Vl 'lJe.JtJ 

, , \J \I 

1'U'\J\J~U'U b~e:i1e:i-:ifou~mrui!rn~EJ'U~b~lJmfloIT'U fl11Vl~?!B'Ul'i1\l 1 'IJB\l ?!Vlf'1.1i1:;'\J'LJfle:llJ~1bl'lB4 

bbilaV 1 tJ~ij m1vi1 \l1'U'U'U bfl~B\l bbil.V1 t.J b?!lje:i 'U ~-:ii! 1.JqJ1 b U'U~ e:i-:iij m1u-r'UU'i\lW'LJ'U bfl~ BaV1 tJ'IJB\l f'1'U~oLJ Bl.!'1 ' ~ ~ 

Data Center Site bbf1:;f'1'U~~11e.i-:ioife:ilJf1~1Vl-r'UntJ~U~ Disaster Recovery Site b~m~ii'IJ1:;~V15I11'V>j 
~ ~ 

'lJ e:i-:if'1'U ~-if e:iii f1 VI« n bbf1:; f'1ti ~<LJ'e:ilJf1 ~'1'ie:i-:i1-X1e:i-:ifo n 1'ivl1\l1'U 1.Xb?!lje:i'U V1i:i-:i b U'U f'1'U tl <LJ'e:ilJ f1 VI« fl b ~B'iB\l~'LJ 

4.1 

4.2 

4.3 

4.4 

4.5 

5.1 

\J \J 'U 'U \J 'U 

b~BVl~bbVl'UBUmru GSS (Global Site Selector Appliances) Yi'ti-:i1'UB~b~il .X-:i DC-Site bbf1:; DR-Site 
' ~ 

b~e:iu-r'UU'i\lf'1'U~ Data Center Site bbf1:;f'1'U~~11e:i-:i<U'e:ilJf1 Disaster Recovery Site 
, \J \J \J 

b~B 1.X'i:;'LJ'LJ?l1'i?!'UbVlf'1'1JB\l ?!VJPl. ~1biJ'Ufl1'il'iB 1 'lJ1vlB~1\ll'iB b~ B\l 

b ~m'fo-:i ntJm1hlJ~Vl1-:i161l b 'Ue:ifl 'UtJ fl bb vi-:i fl1 'i bu~ tJtJ bb Uf1-:i~~~f1 
' 

b~B?!U'LJ?!'U'Ubbf1:;'ie:i\l-r'U fl1'i 1 .ff-:i1'U HTTPS SSL/TLS 
' 

b U'Uil ~'LJ flflfj~ \]~VJ:; b iJ tJ'U 1'UU1:; b Vl 1"11 Vl tJ zj -:iij l 1'1 Cl'IJ1:;?1-:i fl1'Ufl11U1:; fle.J'U51 n \] b~ m tl'LJ fl11'1J1 tJ bbf1 :;/VI~ B 
' ' ' 

m11.Xb'1i1/l .Xb'1i1~e:i'i:;'lJ'LJfle:ilJ ~1 bl'le.ifl~ti1'11-:im bb~1 b um1f11hitle:itin11 5 u 1~tiiJV1~n~1'Un11 
\J~Vl:;buti'U ~-:imlJ~\9lJ'U1n'in\Jfl11f11 m:;'Vl11-:ivnru'1Jtle.ie:in1-XVl~e:i~me:i-:i 1ilbn'U 6 b~e:iti u'U\J'Ufi-:i 

' 

I 
~ 

!) ....................................................... . ~.=-?. .................... , ............ . 3) ................ '.hi ................. . 
4) ~.-,_<f"l ........................................................ ~ 5) ...................... e. ......................... . WU1 2/18 



"i1l.J~.:i-rm€l.:i11 Server Load Balancer VI~€! ffllmru Link Load Balancer bb'1~€l'l.Jmrum1~-:D'rnb'1~ , , 

{fa.:ifltm1"i'\.Jn"i fl'U'W W'U'\..JbA~mh tm rnJ D DoS Protection bb'1~~"i~'U 1 'W oif €! rl1'Vl'W VIA ru~ mH1.1~ mvn ~ 
, 'I 'I 'I 

B'l.Jmru~"i~'U m:tJ 1A"i.:im"id blJ'WB'l.Jmru1 vtl.l~hi bAt1~1'Wm"i1-ff.:i1'WmnB'W bb'1 ~8.:ihJriflt1fl b~flf11"j 
'I 'I 'I \I 

1VitJ'1fl1"i (End of Support) bV1t1ilvt'Ll.:i~€!1'U"i€l'lfl1"ibb~'l~~~1mJ'1,;'Vl~f.J~l'l Vl~€l'U'1,;'Vlli11bbVl'W 
"il1'V1'J1t1~1~1'Um"ibb~.:i ~~'11 fl~ f.J~l'l 1Vlt1 l'l"i.:i bb'1~vt'Ll.:i~mru !ii't!.:iil€!1t11l.1 bn'W 30 i''W u'\.J'OJ1 fli''W~€!€lfl 

" ' 

J' v .c:i..::it ,<:;,\. a q ' 

"i1A161l€lV11t.115f11"iVl1\l€l b'1 fl'Vl "i€l'W fl(;'I 

5.3 ~ bl;'l'Wm1m~emlJ'W~ile . .rn.:i1'W~"1~'l"i~'\.J'U Load Balancer vt~€!€!'\.Jmrul'l"i1~-:D'rnrndlmfl'Ll f11"i'Uf1"ifl 

5.4 

5.5 

5.6 

5.7 

\J \J 'I , , 

'\.J'Ll"i~'U'\..JbA~t!"li1mb'\.J'U DDoS Protection €!~1.:itf €lt1 1 €!'\.Jmru vt~€lilf.J'1'l1'Llf11"i~Vl~'l"i~'U'U-rm·nA11:1J , 

bl;'i'L!€l"i1A11~i1m"i~'ll.J€lrn1mb'1~m1~1rn~t1'U~€lmb~1€!~1.:it!€lt1 1 irqiqi11'Ll1·H~'Ll1l.J~1fl11 5 ~1'1..1 

'U1'V1 (Vf1~1'Ll'\.J1'V1) mt11m~tl~b1'11 5 tJ 'Ll'U~1fll'Ll~vhirqiqi1 ~'Ll~'ll'L!~'Llb€lfll;'i1"iD"i~fl1Vl"i1A1~€!~1tl 

16m"i'V11'l B b~ flYl'l't!'ii flG{ bV1t1il'11 b m« qiqi1fo'l'€l'l~1 fl~il ei'1m~ bVltl~ fl1Pi'€l.:i1P11:1J fl!)vtm ti 

11 v d v vd..:1i11.1~ Q...liQl,Q.JJ' 
~ bl;'i'Ll€l'l'1A11'1€!\l bl;'i'L!€!'1J€l b ~1V!'Ll1'Vl'V!'l'€l~ b '1Jt.11'1J1qj FlW1;'1l.J'\.Jl'1"1\l'Ll 

5.4.1 m'U1'U'l'€l'l (Certificate) A11l.J~A11l.Jl;'i1:1J1'l'fl~b~tnif€l~fl'U€!'\.Jmru ~€! €!'\.Jmru Server 
'IJ , , 

Load balance vt~ern'\.Jmru Link Load Balancer €!~1\ltlt!tl "i\'1u1u 1 At! , 

W'U'UbA1€l'li1mb'U'U DDoS Protection €!~1~tl€ltl "il1'Ll1'W 1 At! 

5.4.3 b€l fl 1;'11 'l'el'Ll ti €ll.J 1 Vl'U ~ f11'l''1J€l'lb~1V!tl 1~V!~€l er b ~ t.11'111 ru il'l'1 tl'1 ~ b~ t.J VI '11 vt1'U f11 'l' ~~\Pl€!~~ f:ll.J 
'IJ " 

b'Ue:Jft Yl"i~~'V1iJ€!~€llb'1~'11'Llfl'l1'L!~1;'11l.J1'l'fl~Vl~f:J 1~1'1'1€JVI b1'11 mru~ l;'i'Vll'l. iJoif e:i?1.:i«t.Jf11'l' 

vh.:i1'L!vt~e:iil-U qjV!1b:zi.:i~flb1.:i~1'Ll b~t.11if €l.:i fl'U~'\.J mru~ bl;'i'L!f) 

~bl;'i'I..! €l'l'1f111Pi' €!\l 1l.J btlt!0t'i'fo bf.1fl~Ylivt~€JA11l.J~l.lfl'Ll~~€!1~'\.Jijb1;'151l.Jt.Je:Jl.J~'Ll1'11'11 'V1 ti b l'Ll bb~-r.)l'U1'1 
'1J€l.:ier bl;'i'Wm1A11~ilf11i.:i1 Vi?1'1 ~~YI ibb'1~A11l.JAl.J Nub 'liu11Ju 

'IJ , 

er bl;'i'L!tl'J1A11ii'm 1lJ blJ'L!er~ flflW'Uzjf:J 1i1uiJn1~'l'1t.JzjeJervi'.:i.:i1'Ll'1J €l'l'V11~'J1'1J fl1'J V!~eJVf 1l.J ~Vl~f:JV!~eJVf1l.J 
\J \J \J 'I o~ \J 

boif 1bl;'i'l..!tl'l'1A1 fl'U'V11\l'l'1'1Jfl1'l' bbtl~ h1'bb~'l bltl'U~f:J bb~1 V!~f) hJbtJuer~1vlfof.J'1'1J€l'l fl1'l'i.:i1 VlU~'U AA'1vt1eJ 
'IJ , 

er b?l'Llf:J'J1A1lii'eN 1l.J b .Uuerilf.J'1DW bt.J'1Jtl~1l.J flt! fl'U er~'Ll bl;'i'U €l'l'1t.J~'Ll bb'1 ~/V!~t1!ii'€l.:i hJ btJueril f.J '1D'J~ bt161Jtl 
\J \J \J \J 

11l.J flt! -a~V111.:i erbl;'l'L!€l'J1m fl'U~1 VftJ1f11'Jl'l '11 "1 fl'11'l BL~ flYJ-aai:i fl~ ru 1u~'\.J'l'~f111'1'\.J-a~ rnm1 m~t1 
'IJ 'IJ 

(_ ______ --

1) ................................................ ,, ..... . ~.~~ .............. ., .................. . 3),,,,,,,, ..... ~ .................... . 
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s .s ?l'Yll"l. ?1-:11'\.J~'YlElu fl1':il'l'rJ\l?leirn11uv1«-:i 1 'W mruvrt off V11!~~ eifo-:iei-:iri ru?i:l..J'U~'IJei~ ~n11?1bb11 bbG1:;'1Jei'Wii bb 11 , 

.ffil.J1~w'U111mbfll'll'l1~€lfl (b€lf1?11':i'Vlmm'1'1J 1 ) V11n'V1u111l.J?11:l..J1':i'1~1bU'Wfl1':i1~1'l1:l..J':i:;'U 11..JVltJ-:i~ei , , 

6. 'tleJ'UL'tJ\9ln1':i~1bil'U~1'U 

~1?1V11 bb'1 t~(j)~-:J m.Jmru bb'1t61le:i'Wii bb 11~ b?ltJei 11?1 t1~'1J'W:;n1':i'l.J':i:;m~m m~ei-:i ~1 bU1..J m':i e:iei n bb u'U , ~ 

~(j)~-:JWU'U tJ-r'Ubb~-:J':it'U'U?ll':i?l'\.Jb'Yll"l ~1:l..J~-:J'Yl\?1?1€1Ufl1':ivl1-:J1'\.J'IJ€l-:JW'U'U Load Balancer bbG'lt~tlmru~'\.J ~ 
'V1~€l:l..J~ 1 b U'\.J fll ':i~ fl €1'U ':i:l..JU fl '11fl':i1 ~i1fl11:l..J ~ f111:l..J ?l l:l..J 1':i'11'Wfll':i1-ff-:i 1'\.J ':i1:l..J~-:iiJ 1':i~-rfl'\':ll':it'U'U1~vi1-:11'\.J 1~ 

' ~ ' 
ei~1-:ii1tl-at~'Y16m'V1 ~-:i~e:i 1 oJd 

6.1 ~'IJ'\.Jtf11':itl':itf11\?l':i1f11~1bU'\.Jf11':i~\?l'V11 €1€lflbb'UU ~\?1~-:J bzj€l:l..Jbtl-:J€1tlmru1m:;u'U Load Balancer 
~ , 
bbG'l:;tlfo bb~-:!1t'U'Uf1€l:l..JVl1 b\91€11 ~~ DC-Site bbG'lt DR-Site ':i1:l..J~-:i':itU'Uf1€1:l..JVl1 bli1€l1t 'W ~1'\.J?l11!n~1'\.J 
'IJ€1~ ?l'Yll"l. (f11lj) 

6.2 ~'IJ'\.Jtf11':itl':itf11\?l':i1f11 ~e:i-:ivi1m':i?l111\l?l.fl1'V1bb1(j)~€Jl.Jf11':ivl1-:J1'\.J'IJ€1-:J':it'U'UVl«fl (Core System) ~ 
~ 

1.ff-:11'\.Je:i~u\l\lU'Wbb'1tbMt11.rrei-:in'Ue:itlmru~~1?1V111'Wri~~d'IJe:i-:i ?l'Yll"l. ~ Data Center (DC Site) ru 
~ ' , 

€l1f11':i'111!m1'\.Jflrutm':i:J..Jf11':i€11?1:l..JPifl'l':ll (?lne:i.) bbG'lt~ Disaster Recovery (DR Site) ru Y'l'W~?l1':i€1-:J 
' ~ 

.rr €l:l..JG1 1\j) t1 n1-:ie:i e:i ml 'U 'U':it'U 'U l'll:l..J m1:J..J vi'e:i-:i fl 1-:i'IJ e:i-:i ?l'Yl Y'l. 1'l-f?11:l..J11'1~1bu'Wfl1-:ihi' ei t1'1~i1 
~ 

tl':it~'Y15m'V1 'V11ei:J..J~1t1~tlmcw~1-:i ~ ~n1V1'W1?1Hl'l1:l..J.rrei s l(j)t1~ei-:ivi1m1b?1'\.Je:ie.JG'lf11':ieieimb'U'U1~ 

?t'Yll"l. Yl\l1':iru1e:i'WW1 ne:i'W m':i~1 b u'W m':i b ll'Wmmi' n'l':lru5 fl'l':l':i 
' 

6.3 ~'IJ'\.Jtf11':itl':itf11\?111f11 ~ei~vi1f11':i~(j)~-:J~tl mru1 Vil.J'V11€l:l..J~~~\?1'\111?l1tl~qjqj1ru~1-:i ~ ~1'ti1 '\.J fll':i 

6.4 

b~ei:l..J ltmZqi qi1ru':itV111-:i~tl mruvi11ii'vi1n1':i~(j)~-:11 mJ n'U~tlmru~h-:i ~ vh-ti-:11'\.J ei~ b~:l..J Y11ei:l..J~-:i 

oJ-r'UtJ':i-:i V1~ei l1?1t1m-:itlfotl':i~';i:;'Urn~:l..J,r'\.J ?t'Yll"l. \lttl':it?11'\.J~~ bMt11.rre:i~m~1:l..J~1 bu'\.Jm':i b~eim':i 1-rr 
' ' ~ 

~1'\.J 1~ei ~1-:ii1tl-:it~'Yl 5m'V1 11?1t1i1-:i1t1G'lt bB t11?1,rr'\.J\91€l'W~~ei-:itlij'U~ei~1-:i°l!eit1~-:id 
6.3.1 €l€lflbb'UU b~eJL?l'WeJlvt ?!'Yll"l. Vl'11':iUJ1€l'U~ tl€l'\.Jf11':i~\?1~-:J , 

6.3.2 fll':i~\?1~-:i ':itU'U Load Balancer bbG'lt~tlmru~'\.J ~ ~b?l'\.Jfl l'll:l..J.yi ?!'Yll"l. n1Vl'Wl'l1~ei~1-:i 

'1fl~ei-:i ri':iuf11'W?!:l..J'U':iru 
~ ~ 

~'IJ'\.Jt fll':itl ':itm (j)';ilf11 '\111 nil b'Vll'llil 1 b ll'W Cii'ei~'\11!'.J \?l':itUU1'\.Jfll':i1 ~U~fll':i':i t'U'U bfl~fl'lil !'.J G'l-:ii1fl':i11 
~ ' ' 
b~eivi1m':itl-r'Utl':i ~':it'U'Ubfl~ei"ll1t1 ~'IJ'Wtf11':itl':itf111?1':i1ri1 '1 t~ei-:ivi1V11!-:1~mb~-:i1 ~'Y11-:i ?l'Yl Y'l. 'Yl':ilu ' ~ 

~1-:1V1°1!1 hi°l!eitJn11 s l1..Jvl1f11':i lliw.rrei:l..JG'lvibb~-:ilil-:i n~11 ei~1-:iueit1~ei-:ii1.rrei:l..J'1'1Jfl-:J1'W~ ·1h-:i nmvh-ti 
~ ~ 

1tJn11~1b'Ll'\.Jm':i -:itt1tb1G11 (,'ft:n'\.J~~H~1b'Ll'Wm':i ?11bV1\91~~1b'Ll'Wm':i e.J'1mt'Ylu~ei1"i1'1tbn1?1=fi''W 
' 

brn tim 'Wm ':i~l b u'Wfl 1-:ilil-:i n~ 11 b 1'W bb~ b lJtJ fl1 ':i bb nu qj'\111 bO'V11tV1u1 b ~ -:i ~1'\.J b ~ei 1-Vf-:itU u'Vi' 1-:i 1'\.J 1~ b U'W 

'\.Jn~ ~'IJ'Wtm-:itl-:itm1?111ri1 ?11m':i'1~1butJm-:i1~ 
~ 

ci;>-
1) ....................................................... . 

L 
-~·_-> 

2) ........................................ .. 3) .......... U. 
~?._.-

4) ....................................................... . 
~.---c:· 
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6.5 ~'lJ'U::: f11"i'lh::: m m1ri 1 Ji' eH ..(i'l'l bl'l~tJlJ b"5'1V1-U' 1vi ~ bzj t11'lJ1ruvi~1m"iri1 ~r11tl~n~1 bb 'U:::tl 1 bb'1::: 
'\J '\J " 

bbtllJqJV11vi b~tlloLJ eN tl'Utl~'Utll~ "i:::'U'U~fl 1lJ l'ltlfl"i"ilJ bb 'U'U\j "itl.11f11"i1 VllJ cl1V1~'U bfl"i'1 f11"i~-:I f1~ 11 

6.6 f11"ivl1bU'Uf11"ibzjeJlJbt1-:ie:itlmru Server Load Balancer cl1V1fo DC-Site ~'lJ'U:::f11"itl"i:::fl1\il"i1f11 
' '\J 

Ji'eJ..:i..(i'l'lvi1rn"i Setup Configuration ~ti mruvi..(i'l'lV111 Vlll ~1Vlfo 1 <U'..:i1'Uvi "ihbU'U 1 'W~l'U'IJeJ..:i DC-Site 

b~e:i1~~1lJ1"iflvl1-:11'U1~eJ~1,,:iijtl"i:::~V16m~~1lJn'UeJtlmru Server Load Balancer vib~'Ue:i1~ 
' 

~1m"irivi1-:11'U 1 ~ijtl"i:::~VJ6m'V1 ~..:id 

6.6.1 f11"ie:JeJf1bb'U'U (Design) bb'1:::~\ilvr-:i (Configure) ~tlmru Server Load Balancer vib~'UeJ 

b~e:i 1 ~~1m"irivi1..:i1'U~1l.I n'Ue:itl mru~'U " viije:i~b~l.I 1 ~ijtl"i:::~VJ6m~ 
' I " 

6.6.2 f11"in1'Vl'Ul'lbm:::~~1..:i SSL Certificates cl1V1fo Server Load Balancer muVi ~Vli"1. n1V1'Ul'l 

6.6.3 f11"in1Vl'U\ilbb'1:::~·~1-:i Application Delivery Controller (ADC) cl1V1-r'U Server Load 

Balancer 

6.6.4 f11"in1Vl'U\illJe:JUbl'lti1 (Monitoring) 'IJeJ-:J"i:::'U'U Server Load Balancer 

6.6.5 f11"iV1\il~eJ'U (Testing) "i:::'U'U Server Load Balancer bb'U'Ub~iie:im1~-:i 

6.6.6 m"iv\'1bu'Um"i1.v..:i1m1~-:1'1Je:i-:i"i:::'U'U 

6.7 vl'1bU'Uf11"ibzjeJlJbt1'1bfl~e:i'111t1mJmru Link Load Balancer "i:::V111-:i DC-Site tl'U DR-Site ~'ll'U:::f11"i 
' '\J 

ti "i:::m~mri1 Jle:i..:i..(i'l'lvi1f11"i Setup Configuration "i:::'LJ'Ubfl~e:i..:irie:ilJVi1bl'JeJ{~1V1~'U 1 <U'-:11'Uvi'11bU'U1 'U~l'U 

'IJe:i..:i DC Site bb'1::: DR Site b~e:i1~~1:w1"iflvi1..:i1'U1'1i'e:i~1..:iiitl"i:::~V16m~~1l.ln'lrntlmru Link Load 
' 

bb'1::: DR-Site ru e:i1f11"i61Je:i¥l~bn{t11{ri 

6.7 .2 ~l'l~..:ie:itlmruvi'11b~'Ue:imcl1V1fo~l'l~..:i ru DC-Site brn:::eJ1t1e:itlmrub~lJ1tl~l'l~..:i ru DR-Site 
' ' 

vi 1 f11 "i Setup Configuration ~ti f1 "i ru Link Load Balancer b~ :W ~~el Radware i 'U 

Alteon D-42081~~1lJ1"iflvi1..:i1'U~llJrl'Ue:Jtlmru Link Load Balancer vib~'Ue:i1"1e:i~1-:iii 
' 

tlw~V16m~~:wmruY1nw..:in-&'Un1"ivi1-:11'U V1~e:i~1l.11"im~'We:ie:itl mru Link Load Balance 
'\J ' ' 

d_v ~ .o=:J Q.J IJ d 0 A d11 I 

tJVle:Je:J'U~ Vll'l"i-:IV11lJ TOR Vl1'1Je:J 8.2 b~eJ'U1lJ1Vll'lbbVl'U'IJe:J'1bl'llJtJVle:J Radware ~'LI Alteon 

D-4208 bb'1:::1J11tl~l'l~-:Jvi DC-Site 1 'lJl'l bb'1::: DR-Site 1 'lJl'l 
' ' 

6.7.3 n1V1'Ul'l'Ubt1'U1t1 (Policy) 'IJe:J'1~tlmruvi~l'l~'1V11lJf111:l.Jb~'U'lJeJ'U"il1f1 ~Vli"l. 
6.7 .4 n1V1'Ul'llJeJUbl'le:ii (Monitoring) 'IJe:i..:i~tlmruvi~l'l~-:!1'11lJm1m~'U'lJeJ'U"il1n ~Vli"l. 

6.7.5 Vll'l~e:J'U (Testing) ~tlmruvi~l'l~.:i bb'U'Ub~ije:i'U"il~-:i 
6.7.6 vl1b'Ll'Uf11"i1<U'.:i1'U"il~'l'IJe:l'lW'U'U 

6.8 v11bU'Ufl1"i~l'l~.:ie:itlmrum1"il..(i'rnrn:::\fo.:i n'W fl1"i'U mn'U'W"i:::'U'Ubfl~e:i'tl1mb 'U'U DDoS Protection ~ 
, , , \J 

'lJ'U:::fl1"itlWml'l"i1f11 Ji'eJ.:i..(i'l'lvi1f11"i Setup Configuration "i:::'U'Ubfl~e:i.:irie:ilJVilbl'le:J{cl1V1fo1.U-.:i1'Uvi 
~ L -·~ I/ 

1) ........................................................ ~~~ ...... '.:~~---································· 3) ······················· ··················•···· 
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?l1l.!1".iflvl1\11'Ll e:i1.Jmru~"J1~~t1 bb~ tuei.:i n'Ll fl1".i'U n 'Hl'U'Ll'it'U'Ubfl~EJ~ 1mb 'U'U D DoS Protection vl'.:iD 
' ' ' 

6.8.1 e:ieimb'U'Uei1.Jmru~~~~.:i1~bzje:i:w 1tJ.:i1'll.:i1'Ll 1vi'ii1.Jw~'V16m~ 
' 

6.8.2 ~~~.:i~tJmru (Reconfigure) ~tJmru1~v\'1.:i1'U~1:wn'Ll1vi' 

6.8.3 n 1Vl'Ll ~ 'Ll btJ'U 1 CJ (Policy) '1J e:i \l".it'U 'U ~ tJ m ru m1 ~~'Ubb~ tu ei .:i n'Ll f11 ".i~ n ~ n 'Um t'U 'U 

bfl~El~1mb'U'U DDoS Protection 

6.8.4 rl1Vl'Ll~:we:ifa~ei1 (Monitorino) '1JB\l".it'U'U eitJmru~"J1~~'Ubb~tUEJ\ltl'Llf1WUmf1'U'Ll'it'U'U 
~ , , , 

bfl~El~1mb'U'U DDoS Protection 

6.8.5 'Vl~?IEJ'U (Testing) '1JB\l~tJmrum1~~'Ubb~tue:i.:in'Ufl1".i~f1~f1'U'UW'U'Ubfl~e:i~1mb 'U'U DDoS 

Protection bb'U'Ub?lijEJ'Ll~~\I 

6.8 .6 fl1".i~1 b 'Wt! f11".i 1 'll.:i1'U ~~\1'1JeJ\l"Jt'U'U 

6. 9 ~1b'W'Ll fl1".i~~~.:i~tJ mru f1W~'ltJ~qjqj1 ru (Ethernet Switch) ~'ll'Lltfl1"JU".itm ~".i1f11(i\'e:i.:i~~vl1f11".i 

Setup Configuration ~tlmt'1mt~1CJ~qjqj1ru (Ethernet Switch) m:w~ ?l'Vll"l. rl1Vl'Ll~ b~e:i1~ 

?11m".iflv11.:i1'Ll 1vi'e:i v1.:iiitlw~'V16m~ ~1:w nLJe:itl mru~ b~m.LJ'ei.:i vl'.:iil 
' 

6.9 .1 e:ieimb'UU (Design) Lb~t~~~\I (Configure) ~tJmru 

6.9.2 n1V1'Ll~'Ll1CJLJ1CJ (Policy) '1Je:i.:i~tlmru~~~~.:i 

6.9.3 'Vl~?IEJ'U (Testing) ~tJmru~~~~.:i 
6.9 .4 ~1b'W'Llfl1".i t'll.:i1'U~~\1'1JEJ\IW'U'U 

6.10 f11"Jtlf1EJ'U"J:Wbb~t~1tJ'VleJ~b'Vlfl 1'W 1~~ 

~'ll'Lltfl1".itl".itm~"J1fl1 ~e:i.:i~1 b'Ll'Llm".itlnei'U".i:W'Uflm m'1Jei\I ?l'Vll"l. 1~iim1:w{m1:w?11m".ifl1 'Ll 
" ' " 

iitlw~'V16m~ 

6.10.1 ~'ll'Lltf11".itl"Jtf11~".i1fl1 Ill EJ\l~~v\'1 bEJ f1?11".i Drawing f11".i~~~\I f11".i bzjei:w btJ\l"Jt'U'U'1JeJ\I 
" 

6.10.2 

6.10.3 

6.10.4 

~tJmru~1.:i ~ ~b~CJ1.LJ'e:i\l~~~~\I ru DC-Site ru ei1m"JG11i1n\11'Wflrutm".i:wf11".if11".i 

El~:W~f1~1 tl'U DR-site El1fl1".i'1JB'Wtli'bb1{tl1{ri 
' 
~'ll'Llt m".itl"Jt m~".i1 fl1 lli'ei.:i ~~vi 1 bEJ n6'11"Jfiii e:i m".i~~~.:i bEJ n?11"Jfiijei15m"J t'll.:i1'Ll be:i f1?l 1 ".i 
" " " 
fiije:Jf11".i~"J1~?1EJ1.J 'V'J~El:W~\l:WEJ'U 1 'W~ bElf1?lW~\IVl:W~ 1 ~ ?l'V11"l. 
" 
~'ll'Lltf11".i'Ll".itm~".i1fl1 (i\'ei.:i~~v\'1m"Jtlnei'U"J:W'Uflmm'1lei\I ?l'Vll"l.1~iiri11:w~fl11:w?11m".ifl 
" ' " 

b'Wm".ib-VW'U'U Load Balancer bb~t~tlmrut'U ~ n:w~\lf11".i~bbm.h~-:i1mn~tlmrub~EJ 
m".i1-ti-:i1'Ll1vi'e:iv1.:ii1'1.ht~'V16m~ "i\'1m'Ll1:i.iiimm11 4 fl'Ll 

~'ll'Llt f1 T'itl w m ~'i1fl 1 Ill ei.:i b?l 'Ll EJVI~ n?l ~ ".if11"JEJ m:w'11V11'U ~n 1~ bnfo~ t'1Je:i'W tli bn 1~ 
" " 
Ll1 b?l'Llff~.:iV1:w~ 1~CJilVI~ n?t ~".ieiv1-:iue:iCJvl'-:iD 

" 
~L d:>-1) ...................................................... .. ~.:::::; .................. ~ ............... . 3) .................. 1J .................. . 
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6.10.4.1 Vl~f1?1m~1't.Jn1'i1-tl'l1't.rnf;l:::-oJ~m·rn't.Jmru Server Load Balancer G'i'1V1-r'U 
~ , 

DC-Site V1~-:in1'i~~~-:i '11rn~1'1Jei-:i~~l'l.rlru"fi V11ei ~bzjm'1l1tlJ~m'U-rmei-:i 
Certificate ~b~tn-Uei-:in'U~~l'l.rlru"fi 

6.10.4.2 Vl~f1?1\91'i~1'Wf11'i1-tl-:i1mb&'l:::-oJ~m·rn't.Jmru Link Load Balancer G'i'1V11'U DC-Site 
~ , 

bbfl::: DR-Site V1~-:in1'i~~~-:i '11m~1'1Jei-:i~~l'l.rlru"fi V11ei ~bzjtn'1l1'1J~m'Ufo'iei-:i 
' ' 

Certificate ViLntn-Umn'U~~\91.rlru"fi 

6.1 o.4.3 V1~f1?1\9i'i~1'Wm'i 1 -tl-:i1'Wbrn:::~~m'iei't.Jmru ei't.Jmrum1'1~'U brn:::iJei-:in'Wm'i'Umn \J , , , , 

" 'U'W'i:::'Urnri1ei'1l1mb'U'U DDOS Protection G'i'1V11'U DC-Site 'Vl~\lf11'i~~~\l 

'11f1b~1'1JeJ\l~~\91.rlru"1 Vl1ei ~bzjtJ1'1J1qJ~ffi'U1mei-:i Certificate ~b~m-Uei-:in'U 

'U1,;'Vl e.J ~ ~\91 V11ei'U1,;'Vl r;l1 bb 'V1'W-.D1V11.hti~1~-r'U f11'ibb~\l~\l'11 n e.J ~~l'lm bb?I ~-:i 1 'Wi''W~'WoLJ m?l'Wfl f11'i 
~ ~ 

't.J'i:::f11~'i1f\1'1 

7 .2 ei't.J mru~ b?l'WeJvleN hJ blJ'W~~~1.rl ru6f'i '1JeJ\l'U1,;'Vl ~ ~ ~ l'l~eJ ti1 'W'i:::V111-:i f11'irll.Jfl'ifl\l b lJ'W'U ri flf;lV!~ei'Ll~ 
, \J \J , , 

7 .3 'i1ri1'1lei-:iei't.J mru~ b?t'Wei 1 ~'i1l.JA1ei-T~~ bb 11bbfl :::61JeivJ1fa 11 Al~~~-:i Al ei't.J mruLzjm..1~m-U1 nm:::'U'U , , 

bri~ei'1l1ti ?!YlPi. 1'11V1~?1eim:::'U'U bbfl:::ri1eiml..I 1~ti ?!YlPi. hJvi'ei\lb~tir111i~1t11~ ~ b~m~l..l'11n~ 

't.J'i1f1!J 1'W1 rn?t'WeJ'ilm 

7.4 ?11m'iri 1.Vnm:::'U'U1 vJv11 220 v AC so Hz 1~ 

8.1 ei't.Jmru Server Load Balance G'i'1V11'U DC-Site -.Dlm'W 1 Vl1.hti iiriru~n~ru~btJ'r'n:::~ei1LJ-d' , , 

8.1.1 vi'ei-:iblJ'Wbb'U'U Appliance ~eieimb'U'Um~1V1fovi1ri1'U~l.Jbb&'l:::m:::'11ti-:i1'W1~n'U 1'1.J'ibbml.J 

't.J'i:::~n~ (Application Delivery Controller) 

8.1.2 vi'ei-:il1 Application L4Throughput1liti'eitin11 20 Gbps bbf;l::: L7 Throughput 1liti'm.J 

1111 20 Gbps 

8.1.3 ~ei-:i·rn-:i-r'U concurrent connections (sessions) L'WWil'U Layer 4 1~liueitin11 

28,000,000 connections (sessions) bb&'l:::'ieJ\l-r'U HTIP requests per second 1m:::il'U 

Layer 4 1liti'eitin11 1,000,000 requests 

!) ............. st::?.: .......................... . 
~--·I.--·" 

~ ........... 7?. ........... ,. h.../ 3) .................................................... .. 
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8.1.4 ~eJ\l1eJ\l-ru Layer 7 Connections Per Second 1~ei~1-:i-Um.J 180,000 Connection 

8.1.5 ?l1l-m'1'Vil SSL ~1vi-ru RSA HlhJ-Wm.1ffJ1 15,000 CPS vi1ei~ffJ1 

8.1.6 ~eJ\l1eJ\l-ru SSL Bulk Throughput 1~ei~1-:ii.Je:i1:.1 9 Gbps 

8.1.7 ilvrn1(91bb'U'U 1 Gigabit Ethernet Copper bb'IJ'U built-in vi1mb'U'U~l'l~\l Cooper 

Transceiver Modula hJi.J'e:imrh 5 ~eJ1(91 bbm-.:ilvrn1(91bb'IJ'U 10 Gigabit Fiber (SFP+) 1lJ 

UeJl:.lffJ1 2 ~eJ1(91 ~·fol-! Transceiver bb'U'U SR 

8.1.8 ~ei-:iilvii..h1:.1rrnmh1lJU'e:imrJ1 16 GB bb'U'U ECC RAM vi1ei~n11 

8.1.9 ~ei-:iilwtl11:.1~111bil'U-irEll-J'1bb'IJ'U'1Jill'l HOD Vl1ei SSD '1.11.J1\11fl11l-l"il1lJi.Jei1:.1n-:i1 30 GB 
~ , 

8.1.10 ~eJ\l?l1l-J11'1vl1 Layer 7 Application Persistence 1~ bb'1~?l1l-J11'1vl1 Load Balance 

l1111:.1H Method bb'UtJ Round Robin, Least Connections bb'1~ Fastest Response Vl1ei 

Response Time lridJuei~1-:i-Wei1:.1 

8.1.11 ~eN?l1l-l11'1(9111\l?leJU?lm'l.J~~'\.Jmru (Advanced Health Monitoring) bl'll:.lfl11(9111"il?leJ'IJ 

fl11vl1\l1'l.J'1Jel.:J ICMP, TCP, UDP, HTTP, HTTPS, FTP, DNS, SMTP, LDAP 1~b~'l.Jei~1.:ii.J'eit.1 

8.1.12 ~eJ.:J?l1l-l11'1vl1 Virtualization 1m~~u Layer 3 Vl~eJ Application Delivery Partitions 

Vl~el route domain vi1ei virtual domain Vl~el virtual appliance (vADC) ei~1-:ii.Jei1:.1 

32 Instances 

8.1.13 ~eJ.:J?l1l-J11'1vl1 RAM Caching Vl1ei Content Intelligent Caching Vl~mVit.1'Ubvl1 bb'1~ 

HTTP Compression 1~ 

8.1.14 ~eJ.:J?l1l-l11'1vl1.:J1'l.Jbb'U'U Web Application Firewall (WAF) 

8.1.15 ~ei.:i?l1mwv\'1 Authenticate User rieim-ir1ii.:i Application hrn Application Access 

Management (AAM) V11ei Authentication Gateway V11mVit.1'Ubvi11~ 

8.1.16 ~eJ.:J?l1l-J11'1vl1 Routing Protocol bb'U'U Static Routes b~'l.JeJ~1.:itieit.1 

8.1.17 ~ei.:imm1mei.:ifum1v\'1-:i1u High Availability 1,~eiv\'1<i1'l.J'Vll'lbb'Vl'l.J1umru~'\.Jmrulli'1V1i;ln 

bn111-U111-ir ei<i 1lJ?l1l-J11'1v11.:i1u 1~ml-l'\.J n~ 1111mei.:i-ru m1v11<i1u~1l-J nu 1~vr-:i bb uu 

Active/Standby m1~ Active/Active 1mue:i'l.J1fl(91 

8.1.18 ~eJ.:J?l1l-l11'1ti Script .fl1'l':l1 Tool Command Language (TCL) b~ei1~'l.Jfl11 Modify, 

Drop vi1ei Redirect Content 1m~~u Layer 7 

8.1.19 1~uuu~V111~1'1fl11fl11vl1'l1'l.J'1JeJ'lfl11m~\11mri~ei·mlJ~11:.1 (Server Load Balance 

.. ., '101-f Management) l-J~f.1J'1f1'l':ltw~b\J~1~(91eJ u'l.J 

" 
8.1.19.1 61leivJl'ibn1 Server Load Balance :W~ru?ll-JU°1ie:i~1<itieitJ~\lU 

1) ~111~\l'U'l.JLA~eJ'lfleJl-l'Vl1b(91eJ1b?l:iiei'l.J (VM) ~ ?l'VI~. tl1Vl'l.Jl111Vl1~ 

1) ................ 01.?.=-:?:::: ..... .. 
_ _.. (. __ ,, 

~~: .... ::::::::~: ..................... _ .. ,,,,,,,,., 
}J 

3) ''""''"''""''""''''"'"""'"""''"'"'''" 
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~ 1) .................................................... .. 

4) ...... c-~.':':-.J.': .. 

2) ~e:J'l?l1:l.l1'Hl'lJ~Vl1'l''111lf11'i~1'\..I Web GUI 'Vl'1e:i Command line 1\il LLfl::: 

6'11:l.l1'l'tiH'.:i1'\..I Multi Tenancy & self-service 1\il LLfl:::?11:l.J1'l'ti'1111rn'l'LL'lJ'lJ 

Role-based Access Control 1\il 

3) ~e:J'li.'!1:l.l1'itlvl1 Application policies tl'lJ ADC 1\il L~'U URL rewrite, Body 

rewrite, Header rewrite, WAF security policy, IP access policy LU'U~'\..I 

4) ~e:J'llJ LFl~e:J'l~ e:i'11 'Vl-r'lJi LF1'i1:::'1-1 ~'i1'1?!e:J'lJLLfl:::LLrlU'1j'Vl1 L ~'l ~fl L111 ti ?!1:l.J1'it1 

111-ilmJflL~'l~fl'lJe:J'l Client ~L-il1m1m:::'lJ'lJ 1\il~.:id 
" 'U 

- ~ e:J 'l?! 1:!.l 1 'itl Lb?! 111 .:i Avg End-to-End Latency b ~ e:i Lb?! 111.:infl1 f11 'i 

~e:J'lJ?!'\..le:J'l1'\..lfl1'ivl1 Transaction vi1.:i 11\il 

- ~e:J'l?!1:l.l1'imb?!l11'lf11'l'H'.:i1mlJ'\..1~1'\..11'\..lbUe:J4b~'\..ll'iV1'1e:i Volume 1'1..1 

Lbvlfl::: Location '1Je:J'l client hH.Jbb?!l11'l~flbU'\..lbb'\J'lJ Geolocation Vl'1e:i 

Country Location 

- ~e:i.:i?11m'imL?1111.:i HTTP vflm'l..lbbvlfl::: Request 

- ~e:J'l?!1:l.l1'itlbb?!l11'l response code '1Je:J'l HTTP tl1'\111fli1 error code 

(4xx 'Vl1e:i Sxx) user ?!1:l.l1'imbm'1J debug 1111t.11-ff request analysis 

vie:i request J'\..I 1 Vl'1e:i1-ff Event filtering 'lJ'U traffic ever Log 1\il 

- ~e:J'l?!1:l.l1'itlbb?!l11'l~1'U1'\..I HTTP request 1'W'li1'lb1'11~vl1'ltl'l..IVl'1e:i 

~1bb'Ufl~1'lb1fl1'1Je:J'lbbvlfl::: request 1\il 

- ~e:J'l6'11:l.l1'itlbb6'1111'l~fll1V11'l client H operating system 1111e:i~ 

- ~ e:J 'l?! 1:l.l1'itlbb?I111.:i~'1l1'Vl1-:i client 1-ff browser 1111e:i~1'Ufl1'ib-ii'1 
" 

application 
ll .J .c:il I tJ' 

- ~e:J'l?!1:l.l1'it1LL?!l11'l~fl IP Address 'Vl:l.lfl1'i?l'l request b'1J1:l.l1 bbfl::: 

?!1:l.J1'itlbb?!l11'l~'1~1:l.l filter 1\il 

5) ~e:J'l'11:l.l1'itiVl-ife:J:i.Jflfl1'l'L-if1ri.:i 'i:::t1:::b1fllfl1'i~e:J'lJ?!'Ue:J'l HTTP I HTTPS, 
" " 

Bandwidth bbfl:::~1'U1'U request L111t1111bU'\..l'lh:::b'Vl1'1 .nilmri ~1'lb1'11~l1 .., .., 

~1'\..11'\..I bytes b-il1'Vl'1e:ie:ie:ifl bbfl~~1'\..11'\..I request '1Je:J'l HTTP/HTTPS 

6) ?!1:l.l1'itil11-ii'e:i:i.Jm~.:i~fl'1JeNe:JUmru Server Load Balance ~b?l'\..le:J:l.l11til Vl1e:i 
" .., ' 

'i:::'lJ'l.J ADC 1\il~.:id 
- ~e:J'l?!1:l.l1'itlbb?ll'l'lU~:l.l1ru traffic ~'l'\ll:l.ll'l~~111m'l'Ll'lEJ ADC vltil'U1Vl 

11 o 4 I • IV QJ 

- l?le:J'l?!1:l.J1'itlbL?!\11'l'11'\..ITU~'l~\11'1Je:J'lfl1'ib'1.1€l:l.Jl?le:J'1Je:J'l client 'V'l'ie:J:l.Jfl'U 

I d -=J I Q.I 0 d I 

, Fl 1 b\J fl EJ fl1 'ib'1J e:J:l.J l?1 €l LL fl::: ti 'l 6'11:l.J1 'i tlbL?! \11 '1'11 '\..11'\..I fl1 'ib'1.1 e:J:l.J l?1 e:J '1J e:J 'l 

client vle:Jl'\..11Vi 

~--·c._~-----

~· :-::::-:?. ........... , .................... . 3) .............. ~ 
5) ............ ~ .................... . -.,,,:J1 9/18 



8.2 

- lli'e:i\l6'11:1.l1'Hlbb6'1~\lfl1'rn'1fl~1E.l request hJ bb~G'l:; Server bb'1:; 

6'11lJ1'H1bb6'1~\le.JmlJmtJffh~'Lllii 'Vl°1e:i volume 1~ 
,, 

- lli'e:i\l6'11:1.J1'H1bb6'1~\l Traffic 'lJ1boLJ1bbG'l:;'lJ1e:ie:inVl\l'VllJ~ 

- lli'e:i\l6'11lJ1'H1bb6'1~\lb1G11fl11!iltl't.H'l'U€l\l'lJeJ\l Server bb'1:;b'rn1~1'1i't'U 

?i1'U~1\l 1'lleJ\lfl1Wh transaction 

- lli'e:i\l6'11lJ11flbb6'1~\l HTIP response code b0°vn:;~1'Vl1''\Jn11 

!ileJ'\J6'1'UeJ\l~~~'V1'11~ 1 'Ll'll~oLJ€llJ'1 b1'11 bvhi!'U 
' 'J 

- lli'e:i\l6'11:1.J11'1bb6'1~\l'11'U1'Ufl11bzjeJlJ~€l SSL 1'Llbb~'1:;'1i'Nb1'11 

7) lli'e:i\l6'11lJ11ffvl1 response time drill down b~eJ!i111'16'1eJ'\Jbb'\J'\Jb;a\l~fl1'U 

"'n~n.i:; End-to-End response time 1:;'V!l1\l client bb'1:; Server 1~ 

8) l'1€1\l6'11lJ11flvi1 RESTful APls by;ffvl1 device management, application 

configuration bbG'l:; reading analytics data bb'1:;b~€11oU\l1'U~1Wl'\J 

Lf11€l'lil€l deployment automation b'li'U Chef, Puppet, Ansible bb'1:; 

Cl/CO tools b'li'U Jenkins 1~ 

9) lli'B\lil Dashboard ~1'Vl1''\Jbb6'1~\le.J'1fl11vi1\l1'U'lJ€l\l1:;'\J'\J Application 

Delivery Controller (ADC) 

10) lli'e:i\!?11m1'1vi1 Health monitoring devices 'lJ€l\l~tJmru Server Load 

Balance ~b?l'Ue:i1~ 

11) lli'€l\l?11m1rivi1m1 Backup bb'1:; Restore Configuration 1~n'\J~tJmru 

Server Load Balance ~bi:l'Ue:i1~ 

e:itJmru Link Load Balancer ~1'Vlfo DC-Site '11'U1'U 1 'V!U1E.J ilflru"'n~ru:;bo'V11:;~e:i1tJd ' . 
8.2. l lli'e:i\lb~'Ubb'\J'\J Appliance ~e:ie:imL'\J'\J:l.J1~1'V!fovi1m'\J~mb'1:;m:;'11E.J\l1'U1~n'\J Link 

Network 'Vl1e:i Link Internet 

8.2.2 lli'e:i'lil'V1e:i4!il SFP+ ~1'Vl1''\J 10 Gigabit Ethernet 'Vl°1e:i~n11hJiie:iE.Jn--.i1 2 'lieN 'V1~eJlJ 

Module 10GBASE-SR 'Vl1e:i~n11 '11'U1'Uhlu€JE.Jf1l1 2 Port 

8.2.3 il'V1e:i4!il copper Gigabit Ethernet 'Vl1e:i~n11'11m'U1liiie:iE.Jn11 8 'lie:i\l 

8.2.4 lli'e:i'lil Layer 4 Throughput 1lliimrn11 6 Gbps bb'1:;?11lJTrnvi1\l1'U'\J'U Layer 7 ~1E.J 

Throughput 1l.J°u€JE.Jn11 4Gbps1mrn1m1me:i\l-r'\Jfl11'1JE.J1E.J Layer 4 Throughput 

hiiie:iE.Jn11 12 Gbps bb'1:;6'11lJTrnvi1\ll'U'\J'U Layer 7 ~1E.J Throughput 1l-l°iie:iE.Jn11 11 

Gbps 

1) ........... ~""-'"';!:.;;• ···=--~~············ 
/" -, .. --~....----

-~c= .................................... . }V 
3) ..................................................... . 
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8.2.5 ~eJ\l'le:i-:rru Connections Per Second (CPS) 11.J'l:::\il'U Layer 4 bJile:itJn11 170,000 

Connections Per Second (CPS) bb;;i::: Layer 7 Requests Per Second (RPS) hJt'.!m.1 

fll1 250,000 Requests Per Second (RPS) 

8.2.6 ~eJ\l?l1l.J1'lf.lvl1 Link Load Balance 1m~t.11:J~e:i\lb?l'l.Je:ie:i'\.Jmrub~lJ , 

8.2.7 ~eJ\l?l1l.J1'lf.l'leJ\lfofl1'lfl'l:::"'il1tJlVlfl~'111ii?lm'l.J~ (Global Server Balancing) 1(;) 

8.2.8 ~eJ\l?l1lJ1'lf.l\9l'l1"'il?l eJ'lJ fl1'lvl1\l 11.J'1JeJ \l'l:::'lJ'lJ \!11.J (Health Checking) 1(;) dJ'l.J e:i ~ 1\ltJ e:i tJ 

\il\l~e:ihJ.Q' TCP, UDP, ICMP ,HTIP/S, DNS, SNMP, FTP, SMTP 

8.2.9 ~el\l'leJ\l1'lJfl1'lvl1\l1'Wbb'lJ'lJ High Availability Network l~t.11-ti VRRP V1~mVit.1rnvhM b~el 

vl1\l11.J 2 vi'1 'lel\l1''lJfl1'lvl1\l11.Jbb'lJ'lJ Active-Standby, Active-Active bbfl::: Hot-Standby 

?l1lJ1'lf.ll'l'l1"'il?lel'lJf~11lJ~~vrn1~11.Jfl1'lvl1\l11.J'l:::li1'lJ Service Based bbfl:::v11 Stateful 

Failover 1(;) 

8.3 eli.Jmru\tl'll"'il~'Ubbfl:::lle:i\ltl'l.Jfl1'l'lJfl'lfl'lJm:::'lJ'lJbfl~el~1tJbb'lJ'lJ DDoS Protection '111.J'"J'l.J 1 "ll~ , , ., , 

8.3.1 ~eJ\l bllt.!~'\.J fl 'ltU Appliance ~ e:ie:i flbb 'lJ'lJlJ1 ri1Vl1''lJvl1 fl1'lD el\! tl'l.J fl 1'l hii~ bb 'lJ'lJ DDoS 

1~movn::: bbf;1:::~e:i'l1-ti b'VI fl fo fa~ bb 'lJ'lJ Stateless-ri1V1-r'lJV1n'll'l:::b.fl'Vl'1JeJ\l fl1'l hii~ bb U'lJ , 

DDoS (L3/4 bb;;i::: application layer) 

8.3.2 ~ e:i \! i'.l Mitigation Throughput 1:J t'.! e:i tJ fl 11 2 Gbps bb ;;i::: ?l 1lJ1'lf.l'1JtJ1 tJ License 

Throughput 1rii'l:J1.J°e:it.Jfll1 10 Gbps 1~t.11:J~eJ\lbi.J~tJ'l.JVl~eJb~lJ Hardware 

8.3.3 ~eJ\l?l1l.J1'lf.lDeJ\ltlt.lf11'l Flood ~el\tl'l11:Jt'.!e:it.1fll1 15,000,000 Packets ~e:iimVi 

8.3.4 ~e:i\li'.l interface bb'lJ'lJ 1G Copper 'Vl~eJ 1GE SPF ~foii Modula Transceiver bb'lJ'lJ 

Copper mJ1\ltJeJtJ 8 ~el1\tl l~tJ?l1lJ1'lf.lvl1 segment 1tJfl1'l\tl'l1"'il?leJ'lJ Traffic bb'lJ'lJ 

inline el ~ 1 \! t'.! e:i tJ 4 segment bb ;;i ::: i'.l ~ e:i 1 \ti ri 1 VI -r u 'lJ 1 VI 1 'l ~ ~ fl 1 'l bb u 'lJ 

10/100/1000BaseT eJEl1\!UeltJ 2 ~el1\tl 

8.3.5 ~e:i'li'.lfl1'l bypass 1tJmru~~i.Jmcli'.lu~V11 bbfl:::~el-:J?11m'ltiv111~t.11i software 'Vl~e:i 

Hardware bypass 1(;) 

8.3.6 ~eJ\l?l1l.J1'lf.lvl1 mirror link status Vl~eJ link state propagation ri1Vl-r'lJ port pair b"lit.! 

mru~ internal interface i'.lu~'Vl1 physical down ~i.Jmru?l1lJ1'lf.l down external 

interface ~ pair nu internal interface ~i'.lu~V111(;) 

8.3.7 ~eJ\l?l1lJ1'lf.lU1Vl1'l~~fl1'l~1t.! web-UI 'Vl~eJ~1'W Centralize Management bb;;i::: CLI 

commands LlliJmJ1\!UeJtJ 

~ !} ...................................................... . 

.· -- .-···- '-

~~:.:::::::: .. : ............... ,,.. .............. . h/ 
3) ..................................................... . 
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8.3.8 ~eJ\1?11l.J1'H1UeJ\ltl1.J DDoS eJ~l\ltJeJtl~\l.Q' TCP/UDP/HTTP flood attacks, botnet 

protection, anti-spoofing, payload expression-based filtering, permanent and 

dynamic blacklists/whitelists, traffic shaping, TCP connection limiting, fragmentation 

attacks, connection attacks, multicast/private address blocking 1~ ti fl 11~\Iri1 

bb&l:::btJ~t.11.JbbU&l\lrllvll\I ~ 11.J countermeasure ~tJmru?11m1rifori11tJvhnw1v1~t1Vi 

l~mhi~eJ\I reset vt~ei stop/start policy 

8.3.9 ~eJ\l?ll:l.JlWUeJ\ltl1.J SSL/TLS attack ~lvtfo application Server b'li1.J web, mail bb&l:i secure 

VPN Server M 

8.3.10 ~eJ\1?11lJ11rlvl1 Blacklist Vl~tl Block l'lllJ IP Location (Country), domain, bb&l::: URL 

1v1 

8.3.11 ~mil learning tool U1.J GUI 11.Jf111 learn traffic profile b~e:i1-ti11.Jm1~\lrl1 countermeasure 

~bll1.J rate-based vi~e:i?\~1\1 real time signature 1ruvit1B'l'll'W~ vt'1mVit1rnvh1v1 

8.3.12 ~eJ\1?11lJ11rl1eJ\11u "cloud signaling" bV!tJ?l1l.J11rl~\I request 1tJeJ\I upstream 

Service Provider ~eJ\lrim~eJ\lf111 subscribe ~1''v'l1'Uf111 mitigate volumetric attack 

~il'llmvi1vtt!Jffh Internet link 1v11vit1f111 activate signaling ~eJ\1?11lJ11rlvl11v1'bbtJtJ 

automatic (1'11lJrl1 threshold) bb&l:::bbtJ'U manual 

8.3.13 ~eJ\1?11l.J11rl terminate GRE tunnel mru"il1bll1.J~eJ\11i GRE tunnel ~1vt1'u clean 

traffic ~~\llJ1'11f1 Cloud service provider 

8.3.14 ~eJ\1?11l.J11rlvi1 packet capture 11lJ~\1?11lJ11rl filter f111bb?IVl\1~'1~1vt1'u Passed, 

.. 1" d 1 ,, Dropped, vt1eJ all packets vi packet capture 'Vlbb?IVl\I 1.J GUI 1'1eJ\1?11lJ11rl export 

bll1.J pcap (packet capture) file M 
8.3.15 ~eJ\1?11lJ11rl~\I notification ~11.J syslog, email bb&l::: SNMP trap 1v1 

V o • • .J V CV 

8.3.16 l'leJ\l?l1lJ11rl'V11 backup/restore conf1gurat1on '11f11:itJU'Vlb?l1.Jtlbb&l:il'ieJ\1?11lJ1'rn1eJ\l1U 

m1vi1 schedule backup 1v1 

8.3.17 ~ei\lil redundant power supply bb&l:i?l1lJ11rlvl1 Hot swap 1v1 

©-
1) ............................................ ~ ..... . 

. , 
L. -- ------ 'rJ 

3) ······················································ ~ .. ::=:~ .................. cc···· 
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8.4 ~Uf1'HJJf1'ii;"iJ1t1~fljtl:J1ru (Ethernet switch) i1'l'1t!f11'l'~-11'ie:i1 u-d' 

8.4.1 ~tJmrumi;"iJ1t1~t1Jtl:J1ru (Ethernet switch) bb'U'U 48 port "il'1m'W 7 ~l'I i1riru~n~ru:;buvn:; 

l'ie:i 1 u-d 

8.4.1.1 ~e:i-1i1~n~ru:;m'l'vi'1'11'W1:Wifotin11 Layer 2 

8.4.1.2 ~eNi1'lie:i-1bzjm.Jl'ie:iw'U'Ubfl~eJ'li1t1 (Network Interface) bb'U'U 10/100/1000 

Base-T Vl~e:i~n11 "il'1'W1'W1:iJifotin11 48 'W€J11'1 bbft:;ij 1/lOGBASE-T "il'1'W1'\.J 

1:iJue:itin11 2 'We:i11'1 

8.4.1.3 (ii'e:i-1i1V11.ht1ri11l.J"il'11:iJue:it11111 1 GB bb'U'U SDRAM Vl~e:J DRAM Vl~e:i~n11 

8.4.1.4 (ii'e:i-1i1 Throughput 1:iJue:itin11 130 Mpps bl.ft:; Switching Capacity 1:iJueiti 

n11 170 Gbps 

8.4.1.5 (ii'e:i-1'l'e:J-1'!iu Mac Address 1m:iJueitin11 16,000 Mac Address 

8.4.1.6 (ii'e:i-1?l1l.J1'l'flvl1 Authentication bb'U'U IEEE 802. lx ~1l.Jtl'U RADIUS 1~ 

8.4.1.7 (ii'e:i-1?l1l.J1'l'flvl1 Link Aggregation V11l.Jl.J1Vl'l'!1'W IEEE802.3ad 1~ 

8.4.1.8 (ii'e:i-1?l1l.J1'l'fl'U~Vl1'l'~l'lf11'l'eJUf1'l'ru~1'\.J'V11'1 L U'l'Lbf1'l'l.J Web Browser 
' 

8.4.2 ~tJmrum:;"iJ1t1~t1Jtl:J1 (Ethernet switch) bb'U'U 24 port "il'1m'\.J 7 ~l'I i1riru~n~ru:;bQvn:; 

l'iei1ud 

!) .............. ~ ...... . 

8.4.2.1 (ii'e:i-1i1~n~ru:;m'l'vi'1'11'\.J1:iJ1.Jmm11 Layer 2 

8.4.2.2 (ii'ei-1i1'1iei-1bzje:Jl.J~e:JW'U'Ubfl~e:J'li1t1 (Network Interface) bb'U'U 10/100/1000 

Base-T Vl~el~fll1 "il'1'W1'W1:iJue:itJf1l1 24 'We:J11'1 bb(l:;ij 1/lOGBASE-T "il'1'W1'\.J 

1:iJueitin11 2 'W€J11'1 

8.4.2.3 (ii'ei-1i1Vl'1.ht1m1l.J"il'11:iJue:it1n11 1 GB bb'U'U SDRAM Vl~e:J DRAM Vl~el~f1l1 

8.4.2.4 (ii'ei-1i1 Throughput 1:iJueit11111 95 Mpps bbft:; Switching Capacity 1:iJueitin11 

128 Gbps 

8.4.2.5 (ii'ei-1'l'B-1-r'U Mac Address 1m1h'.ieit1n11 16,000 Mac Address 

8.4.2.6 (ii'ei-1?l1l.J1'l'flvl1 Authentication bb'U'U IEEE 802. lx ~1l.Jtl'U RADIUS 1~ 

8.4.2.7 (ii'ei-1?l1l.J1'l'flvl1 Link Aggregation V11l.Jl.J1Vl'l'_;I1'W IEEE802.3ad 1~ 

8.4.2.8 (ii'ei-1?l1l.J1'l'fl'U~Vl1'l'~l'lf11'l'~Umru~1'\.J'Vl1'1 LU'l'Lbf1'l'l.J Web Browser 

l. 
')rJ 

3) ................................... .. c---...,,_;-ry 
4) ........................................... '.':':' ...... .. 
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9. tiv'Ub'!lb'Un1'r\i1m~'U 

~'lJ'U:;rn-ati"l:;mvi-a1ri1 \):;~ei-:i~vivi1 -a1tirn-a"i1tii;:i:;tBtivibrn:;-a1ri1'lJ11-:i-a:;'lJ'U 11tlmru 61l11'V'Jl'i' bb 1~ 
'IJ ' 

bb'1 :;~11 off ~1ti~1.:i ~ b 'U bb~'1 :;-a1 tirn-a b ~eitlw nei'lJ rn-a~\!1-aru1'lJei-:iri ru:; m-aii rm 
0 ..J d 1 0 .. 

n1'in1'Vl'U ~ .:i 1~ n1'.iri .:j:IJ el'U bbfl:: b{I el'U '!J n1'.i'll1 '.i:: b{l'U 

'l1V1Vl 1 -ti1-a::"iJ1'UTU 10% 'lJeJ\11\1 b~'U~\1Vll.J\1l\911ll~'1J '1J1 b~eJ~'lJ'U:: fl1'itl'i:: fl1 V1'i1A1~e:J'l 
~1bU'Ufl1'icl1-a1'1 brn::eieimb'lJ'lJ rn-a~vi~'lW'lJ'lJ Load Balancer bb'1::~tlmru~'U ~ bb'1::bb~'Uf11'i~1bU'W'l1'U 
'1.:iiiei'U.rnti 1 'U 30 1''Wu'llt.lvi'11n1''U'1-:J'U1ii 1 'W~'1J'1J1 

.:i1vi~ 2 -tl'1-a::"il1'U1'U 60% 'lJei.:i1.:ib~'U~\IVliJl1ll'l1ll~'1J'1J1 b~e:J~'ll'U::m-atl-a:;mvi-a1ri1~ei.:i 
~1bU'Ufl1-a'1.:iiieim::'lJ'lJ Load Balancer bb'1:;~tlmru~'U ~ 1~bb~1bi;'l~\l'l"l~eiii'1.:iiiei'lJ mti1'U 70 l'UU'Ut.lvi 

'11nl'U'1'l'U1l.Jb'U~'1J'1J1 m-a'1.:ille:J'lJ~tlmru~ei.:ivi1rn-a'1-:iiiei'U ru i;'!Vli"l. Vl~e:J\911l.J~ i;'!Vli"l. n1Vl'UV11~ 1vitii1 

11tin1'rntlmrueiv1.:iii'eiti~.:id 
' 

"51EJm'.ieitlmru 
0 

• \11'U1'U 

1) e:itJmru Server Load Balancer \Jl1l.l-li'B 8.1 tJwrrnu~1EJ-li'e:i~BEJ 8.1.1 - 8.1.19 1'1JVI 
' ' 

2) e:itJmru Link Load Balancer \Jl1l.l'UB 8.2 tJ·rnne:iu~1EJ-li'e:i~e:iEJ 8.2.1 - 8.2.9 1 '1JVI 
' ' 

3) e:itJmru\Jl'.i1'1~1.JbL'1::ue:i.:iti''Un1'rnmnum::urnA~B'll1mbtJtJ DDoS Protection 1 '1JVI 
' ' ' ' 

\Jl1l.J.iJB 8.3 tJ-a:::trn1J~1EJ.iJB~BEJ 8.3.1 - 8.3.17 

4) e:itJmrun'.i:::'11EJ'1ruru1ru (Ethernet switch) 
' u u 

4.1 ~tJmru~qJqJ1ru (Ethernet switch) bLtJtJ 48 port 7 '!JV! 
' 

\Jl1d..J.iJB 8.4.1 U"i:::fle:JtJ~lEJ.iJB~BEJ 8.4.1.1 - 8.4.1.8 

4.2 ~tJmru~qJqJ1ru (Ethernet switch) bLtJtJ 24 port 7 '!JV! 
' 

\Jl1d..l-li'B 8.4.2 U'.i::fle:J1J~1EJ-li'B~BEJ 8.4.2.1 - 8.4.2.8 

'l1V1~ 3 -tl'1-a::~1'U1'U 30% 'lJeJ\11\lb~'U~\IVll.J\1ll'11ll~'1J'1J1 b~eJ~'lJ'U::fl1'itl'.i:;fl1V)'j1f11~eJ'l 
~1 b U'U fl1'i ~vi ~.:i1 'U ?i1'U 'lJeJ'l'i::'lJ'U Load Balancer bb'1 ::~ti mru~'U ~ 'l"l1eiii ~1bU'Un1"ie:JU'il.J1 'U ?i1'U'lJeJ\I 

ca::'lJ'lJ Load Balancer bb'1::~tlnw1~'U ~ Y1~e:Jll~1bU'U\11'U\111:1.Jb~e:J'U1'lJbb'1:;'lJe:JUb'lJl'l.ifein1V1'UV1fl1"i 

~1 bU'U\11'U 1~bb~1b?1~'1mti 1 "W 90 1'W u'llt.ll1l'11n1''W'1.:i'U1ii 1 "W~'1J'1J1 

!) ........ ························ ................... . 

4) ... S.~.~i.=.;?. .. !.~ .... . 
~~.~ .... ~ ... ~ ... -~~ .. ' 
~ 

5) ······················································· 

3) ····················'rv(················· 
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10. 
., ' .. 

Vii=tmnrusnm7'V'l'11'HU1 

10.1 ?l'Vlf'!. "iJ:;~"iJ1'Hu1(;](;1~'U111m1-UV1i;rmflru~11rn 

10.2 V11 fl~ b?IWJ':l1A1':l1V 1(;1lJAru?i:wu~11lflfl~eNVl~el ~'UVli;r mn1..1 f11':l~1..1-tim?i'Llel hlt1 fl~el'l Vl~el 1:iJ 
\J , \J ~ \J 

A':ltJ fo'U Vl~el ~'U-tiel b?l'U el bb~ t b?l'U m1A11llfl fl~ el'l \911:1.J~ rl1Vl'U(;l 111 'Llbel fl ?11':iU';i:; f11m1A1 
\J 

B b~ flVl ':lffW fl~ A ru:; m':l:w f11'i~"il1 ':l ru1i:.mfl1':lU ':it f11(;1':l1 A1B b~ flVl ':lel'Ll fl ~"iJ:; 1:iJfo Yl"iJ1':lru 1 

-ti el b?l 'U el'LJ el -:i ~ b?l'U el':l1A 111vif1..1 b 11..1 bb~ ~ b?l'U el ':l1m11v1(;1 b?l'U el bel n ?11':lVl1 \I b 'VI AD A VI~ el 
\J \J 

'i1V~ :;bBV(;]Arui;r m~ru:; btJ'W1~'1Jel'l~?i(;I ~"il~'1!1v1:iJA':ltJfl1'U Vl~elb?l'Uel':l1V6'1~ bBV(;I bb~f1~1'l 
' ' 

1u"il1m1el1..11'1l~ ?l'Vlf'!. n1V11..1(;11ll1..1u':l~mf'1 LL~:;Lelfl?111u1~mm1rnBL~fl'V11e:i'Llfl~ 11..1~11..1~ 

ilt '1i?11':l~~1~qi LL~~A11:w LL~n~1-:ii!'W 1:iJ1Jt:.rnvh 1 VI Ln(;lf11'.l Hf b u~vtJ L~ mu~vtJ l'le:i~ b?1'Llel'.l1ri1 

'.l1 v ~ 'U Vl~m U'Ll f11'.i ~ li'1'1"16'11(;1 b~ n-W el v A ru~ m'.i:w fl1 '.i., el 1 "il~"il1'.lru1 ~ e:J'U iJ ':l'U m ':l(;] (;l~Vl ~ 
,, 

~ b?l'UEl'.i1A1 '.i1VU'W 
\J 

10.3 ?i'Vlf'!. ?l\11'U~'Vl~hJ~"iJ1':lru1.LJ'elb?i'Uel'1J el'l~ b?l'Uel'.i1A1b(;IV1lJlJf11'.i~el'U~'U 11..1mru~'l~el 1 u-d 
\J 

1 o .3 .1 L?l'Um1v~~ b~ V(;lbb~fl~1-:i 1U"il1m1el'W1 '1l~ n1V1'W(;l 1 me:in?11'.ltl'.l:;m(;l'i1R1B b~ fl'Vl'.iel'Ll fl~ 

~ b lJ'W?11'.l~~1i'lqi Vl~eliJ~&'lvh 1VIbn(;lm1:w1~\ u1vtJ b~v b u1vtJ bbn ~ b?11..1m1 ri1 ':l1 v~'W 

10.3.2 1 'W n1 '.l(;] (;] ~'W Vl~el 1'Wn1'.lvi 1~qit1J1 A ru ~ n '.i '.i:IJ n 1 '.l~ "il1'.iru1~~n1 '.ltl '.i ~ n1(;I'.J1R1 

Bb~f1Vl'.lel'Llrn~ Vl~el ?!Vlf'!. 1J~vi~1vt~b?l'Uel'.i1R1~bb"il\l-timVi"il"il~\lb~:IJb~:w1JI ?!Vlf'!. 1J 

10.3.3 

\J 

~vit~ "il~1:iJ·fo-tim?l'Ll el 1l.J-fo'.l1m Vl~el 1:iJ °1111~t1J'1J1 V11 fl-tim Vi "il\l~.:i ~-:i fl~11 hl 
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