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'Vlamh~n'Utl'1~~'LI1l11~whliivivrndmnv1'LI <Oler 1'LI uuti'vi'11 n1'LI~~'fl'U~fl1'j 

" 
i.J1~ m vi 11m~ L~ n'Vl"rniln '1 (~'t.11 a) ~'U'11 n-U v~ n~'Ullt11Ja'l! qp~a'!J1 v LL"' 

V1an\J'j~n'Utl'1~fi'Ut \11viv 'Wiivivrn if a tJ111Jt1m1a1'U'!Jv.:i~a~Yl~v~.:i,w1111. t~~u 



. " . .. 
~- R1'11-!IU.atn11'11fMtl 

a'YIPI. '1t,j1afha-:i1rn-:i~-:ilvi1111111~~afi1L ~11 \Jlatifl'1t1n1~ti1m~t1 'l u.a:: 

r-h t-tt~1aoX-:it'1-:i u."1 t ~u.ri~gt1imamimvi i'u n 11f'lviL~ tint ~L tlt1~'tl1 a L~ti~'tl1v lvi~-:ilJBu~-:i'fleH lvi 

l'l'itJC11t1m1J«t11qp,ti'tl1EJl1~tioiiti~na-:iLthJl1tl'-:i~ti u.a::a'Vlf'I. l~tit·n'1i'tJ1Jtiu~-:i'tla-:iHL~au~avu.a1 

~. Blll'l1fi1tli'u 

I ti" ~ .r ., ti .. ft Q .. J .. 
R1 'l\JIJl'11Jl.L \JtJntyty11lftl'tJ1fJU. \J\J'Yl1EJLtlm'111 'ltn1fl'l1fl18Laf1Vl'ltl\Jf14'1\J l1'ltl 

oiititJma-:itv'fl1mut1l1tl'-:i~ti t~~~tm1t1t'l1~tiva:: a.mo 'llti-:i'l1R1fi1~-:i'lla-:iviv-:iw1~i'u1Jeu~e1t1 
mo. m'li'utl'l::nt1fl1111-tt1,~unvdti-:i 

~"llt1tm'itl'l::m~'l1fl1~ La n'Yl'leiln~ ~-:i l~vi1'1cyty1,e'f11t1~1t1u. t1u~-:i1::'4 t t1.Ue 

<il.'11 l1~tivi1-Uet1tna-:i(mut1l1tl'-:iav u."1u.~mru '1t~e-:ii'utl1tnt1R11t1-tt1,viunvde-:i'1ti-:i~-:i'lle-:iv!te 
'tJ1EJif Ln~~'UJ11EJL'U'lttltL1'11 wiititlffl1 GI u tJ\Jclfl'11n1t1vl 4'1Vlfll. 1vii'tJ1Jt)tJi;-:i,,e-:i 1~a~tl-3~tJ~~n1) 
~81JU.llf1JU.m 'fl L m im'l l~ii~-:iL~1Jfl1EJ L ti <t' 1t1 tJ\Jtl~'11n1uvtlvii'uLL~'3fll111J1h~~\Jf1Yi~8'3 

" .. ~ ... " ... 
GIGI. '184'1-!11'U4'1'Ylf:i L tln11tltl'ijtJL4'lt18LL'1t8\J '] 

(i)Q.(i) L~tlf·hl1'a~~1l1i'tJm1(efl~.:id 1~111'11nL~\J'1Utht1J1WL~\J-1\Jtl'lt1J1W 

m'ia.:it1111 t t1«tycy1'1tmtvi1 lvi ~m~eaviP1.1~·~\rn~~L~t1r11~a~'11n 
" L~\J-!ltJtl'lt1J1Wtl'lt'11U Yi.Pl. l!><t'bei'. U"1LYi1iJt1 

mm.l!> Lilva'YIPI. l~f'l~n~e n~~t1.Umaue11a lti t iL ut1~'11EJ u.a t lvi ~ na.:i~e v v 

~-:i'1e.:itit111n1'ltl'l::n1~'l1R1~Lanvi1tiun~u.a1 n1~'11a'1::~v-:ii-:il1~etl1~-:i,,e-:i~-:inci11L,j11J1'11n 
~1-:itl1::L 'Ylf'IU.at'tle.:itYt1;f tJ-:i'11L i1111 tvivvi1.:i L ~et m~t1vn-:ivlih~ti 1 vim~tietj u.a::a1111'iC1 t ~u~ m1i'u 

'tltl lvl'\Jl 11Jvli'~1Jtl\Jl ~11m'l n'lt'Yl11'11'11J\J1fl 1Jtl )t n1PI n1l1\J~ ~~t1ieL4'!\J8~'1 L U'\J~'ij1EJ'1 t~e-:itl~ u~ 
I 1,,1 I .. .. ail ..,; ,3 

m11 n!)l-12..11 a11m t1 m'la-:i La 'llJ m 'iYi1W'!lat111 ~-:iu 

(<i>) LL ~-:im'li.:il1~e'11~-:i'tlti-:ivita'TJ1EJ ~-:i nci 11L .V1111'11n~1-:ii.h::L 'YIP!~ ti 
n'l1JL~1Yi1 f11EJL\J ~ 1t1 tru&-:iu\;i1t1Yl~'TJ1 E.Ji-:i l1~tl,8'18'3'11n~1'3tJ'ltLVIPI L1t1u~LUtl'ijtJ'1Vi 
i'!1Jt1i;i~i1m'lmt'Yl'l1-!lfl1J\J1R1Jtl'ltmf'lanL1t1l~tJ'l'lYJnLflEJL~8~t11; 

(l!>) ~fl m1 t \1~-:i,,ti-:iYl(ti,,1vvl'-:inci11tJ11VJ n tV1m~B l 'Ylv l1~m~ev!navi5 
L 'tit1L~t11nrn~a l viv '11n~1-:itl1:: L vif'l111v-:itl1t L 'Ylflll 'Ylt1 L 1t1u~'1:: l~i'ue~cy1tit'11nm11L ~1Yi11 ~tJ'l'lYJn 

~-:i'tlv-:itYt11vim ~e5t1vlffi-tiL~tl l vi ti ~-:i'\lt~e-:i l~i'tJti~fY1\Jl L '!it1tYt1ri ti\JtJ'l'iVJ n'fle-:ia-:iL ~v5t1 l1~m U'U'fl ti-:i 
.,J_, .... ti .,,., 'i ...... 
Vl13?1J\Jlll111n11n'ltYl11'1R1J'U1R1J 'itn1P'ltlnL 1'\J L l1tJ1'lYJn LVltlL 'ltltl'\J 

('11) lt1mru~\J~~P1111 (m) l1~e (l!>) ~'11EJ'1t~a-:ii'uelfl~11Jn!)l11J1tl 
• t.I I .. .. 1111111 

11fl1tln1'i4'1-!IL4'111Jf1T~Yi1N'!lfl'\J11 

GlG>.'11 ~g'\JotttlL4'1'\Jtl~-!14'1YIPl .lvifl'maenLLa1 WLtlvi1«cycy1l1~8,j8~na-:itmiJ'U 
"1U-:iaa111t1 L 'UL1a1v! n1"1'UVI ~-:i'j:::1_J 111 t1,Je ~ ~Ylfll. '1:::~ul1~ntl1::nt1m'l~t1.Uma'Utl '1~m~an~e-!1'11n 
~aen'1u~~ti~1\ht nt1m1~t1.Umat1Bli't1Vi u.a::m'1'W'11'lru1 L~tl n~e-:i t ~'ti~ t ifl11lJ L~fJi-11 a~iJ (c)1ij) 



Ci)Cil.<i'. "'Vlfli. G1.:i1'U~'Vl5il~~um'!JL~lJL~1JL~aul'!J vr~ei'tie>ri1vr"Uflt"Uuuuacycy1vr~a 
,Ja\Jl fla.:itm tl"Uvru.:ii1ei 1,.;'L\J'U l tl1J111Jrn1lJL ~'U'!Jt.N~1urn1'U'1'EJm1a.:iaf\ (Li1li) 

'U • 

Ci)Cil.d:'. L'UmW~Lein'111uuu~1mvfl'111tl1tmm1fl1aL~nwrnilmHl iiF111lJrUfl 

'1~tluv.:in'U ~~u,Jma'l.m~t~ei.:itlfi~~1111'111il~ov'!la.:ia'Vliai. 1'111\l~ovvi'.:imh:it~nmtlu~~fl uat~ 
~'U'llm'1'Ua bJij~'Vl~L~vn~a~fi1 t .U-;i1v t~, L~lJL~lJ 

tl 
.. .,.r, .... ~.1~"'1 d11.ol., 

Ci)Cil.b '1'VIP1.a1~ 1tfl1P1E.Jmanrn1~V1~v ~'Ufl'lCU\Jltl ~u'U ~~ LVIE.J'Vl~E.J'U'!JtJL"'UB~t 

L~vn~a.:ifi1Lifovnv tvi, ~1fl'1'VIPl.llJ 1~ 

(G>) '1'Vlfli.w 1~~urn1ivia11L~'U~~t t ia1 um1ivite:ivr~tl'vtl~~t1ivia11u~ 
'L!"" .Jo .,,f :;.,:,~tJ 
UJLVW~Yitl'Vl'1t'Vl1fl11~~~tlfl'l'l'U\Jlv ~ 

(l!.i) ljrn1mtvi1~L'ii1anliru::~~'U'tieiL'1\JtJ~'tl'U::rn1ivite:ivr~avtl.~~t1 
fl1)Fl~ Latlflij~atl1~ LEJ't1U~11Jn'U vr~aihhu l~LaEJtl\J~~'UiV'B L'1'Utl)1EJ ~\J Vl~tloUfl'!J11'1fl11LL ti.:ii'U BV1'1 

LiJ'ULi11lJ vr~aalJE.JB11nunu~~u'tim'1ua11E.J~'U vr~m~1vriJ1vhurn1Laue:i11fl1 vr~e:i'1a11m::vi1rn1 
'U 

'1'1~lJl~'U 1VI L 'Ufl11L'1'Utl11fl1 

(m) m1vi1m1iV1te:if'l~~d~vltla1~rie:it~Ln~fl111JLavvr1auria'Vlfli. vr~a 
mt'Vlt1~e:itl1t tv'tltla1G11rut 

(<i'.) mW~'UL'Uvi1'Utl'IL~E.J1ntJ (Ci>) (l!>) "'1~B (m) \Jl11J~01VIUVIL'U 

fl!)n'l~'Yl11'1 ~'ltltlfl\Jl1lJR11lJ\'Ufl!]VllJ1E.J11~1E.Jfl11iVlte:iivi~1.:JLL'1tfl11tl~Vl11i'1~.fl1fl{! 
Ci>l!>. m1tlfimim11n!)V1lJ1E.Jua::1tLUE.Jt1 

t I x ...... II .lit ..,., U <I t II ~ II II 

\J'l~Vl11.:J)tE.JtL1a1fl1'l~ij ~E.J'U'!IVL'11.Jtl'Vl LVl'ltlfl1)flVI Laun "'1L U'U~'!J1E.l\JleH 

tlfilliim11vra n Lnru'1~ n!Jvrmv ua~1:: Lu vu\~ fi1vruvi l 11111 v Lfl~.:if'I{ vi 

G>m. m1th::Li1'U~am1tlfi~~1'U'!Je:i~€tl1tnaum1 

a'YlPi. '11lJ11mh~am1tlfi~.:i1'Uu"1L'1~'11J1111acycy11m.:i€tu'iitiLa'UrJvtl.~~t1 
fl11 Fl VI La tl fl L ~L iJ \J~'!J1EJL~BU1lJ1tl'l~LiJ'U~a m1'tlnUii 'l 1'lJ'!J ti 'I ~tl'l ~fl tltl f111 

'U .., 'U 

~-:id vr1 n ~t'Uit:i La'Ut:1vtl~{um1Flvi Latin hlt.h'ULnru'1vin1,,,uV1'1ton1t~un11 
'U 'U 

~'U'iima'U tlVI~ avi1 a t\!C\J1 nrn,,'Ylfli. H-B'1fl)11 

amu'U'Vlviatiu'Vl1.:i m1;iflli1 u. ,.;~'tl1~ (t:Mfi"m1lJvr1'tlu) 
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(Term of Reference : TOR) 

bfl'j.:Jn1'j 

tJi'uth.:J'j~'U'ULfl~v'thti1Jel-3fl'U~~e>1J~ Data Center Site 
1 \I \I 

'o 11 o IV .., Q4'.et,. • • 

LL~~A'U£1~1'jeJ.:J1Jv1J~il1Vi'jt.JJlV'W'U~ Disaster Recovery Site 
'I.I 'll 

'1fl1U'U'Vl~Hi1tltl'Vl1.:ln1'jAn°ct1LL'1.:i'U1~ (ti.:if'ln1'j1J'\Jl1~'U) 
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...J .j 0 

~1'\JVI 1 'IJVl'\J1 

1. ~el l fl 'H01'i 

tli'\J\h'3'i:::mJLfl~C>t1EJ'tJC>'31'l'\Ja'!la1Ja Data Center Site ua:::fll'\J~a1'la'3'1la>..:ad1~i'unt1~i1~ 
'\ 1J " \I \j 

Disaster Recovery Site 

I ., .., -

2. "'\J1 t1~1'\JV1'iU~"~au 

ami1u•M1aauY11.:i m'iPin-ct1LL ~'3'111ii (a~~m'l1J~1'11'U) 

., 
3. \rnnn1'iLLa::L"9J~" 

cHl1i1'\JYI li'lef Cl\JYl1'3 n1'i Pi n~1 LL \1 ~'111~ ( Cl'3~ 01'i1Jl'T1't!'\J) (aYli'I .) 1~~ 9lJ 'U 1'31'U~1'U L YI fl l tJ fa fj 

a1'iaULVll'I LLa:::01'l~mt1'l (Information and Communication Technolo~: ICT) 9l11JLL~'\JL.1.UVI ICT 

'tlu'3 aY11'1 . 1J1\l'UCi'3i1\l\lU'U a11J1'iritl1'i:::urn,,~a'3fl C>lJ~1 L9lu{LL1i'li1t1 (SeNer) LLa :afl~u'3a n'li1 ti , ~ 

(Client) 1J1~1i1~'31'11~1tJ 'W{tilJ ll!tl~ ~LLThh":::~nri 'l:::uu Front Office LLa::: Back Office hrn1i'l:::'IJ\J 

Lfl~Clt1tl1~\l 'i~Cl'111'i,jmrn oX'3 LL 'IJ'IJ Lease Line a1\1i'Un1'ii9ll'\J11l!Cl~vlLL1 itJ'l::: ti nPl 1~ i LL '\J1flVl01'i 
~ , 

~Vlm'i~1u'!lv1Ja1'\Jam;ru:::~Lll'\J Web Application 

fl1tl "vta ~ \l 1 n n1'i~ ~'\J1'i :::urn..1191 'i\i1'\J'li'V1J a ~1\1i'U nT'HLa n L ti~ tl'\Jfl 1tit'ULLa:::fl1 tl'UV nu.:JR m LLa1 ... ~ 

Ju\! :::vi11"" aYI i'I. ii fl111J i li1L\l'Uii1J19l 'i\i1'U'll V1Ja vt.:i'1t111J1"1111J \.11J1 v 'itl LL u u LL a::: L if v '!i mm 1u01 'i 
• 'U " ,, 

'l:::"111.:i'i:::uua1'ia'U L Y1P1oX.:i111t1 tu LLa:::n1aua n LLa:::•,i1 t i.1Lnli101'iu'iru1 n1'l'!lti1Ja \11 m:::uua1'lam Ylfll~'U 
~ ~ 

~ zj.:i\l::: ~1EJ vh 1 i.1-U-v1Jaijm11JaV1i1flat1.:i LLa:::~1L ~vov (Data Integrity) Lrn::: 1~'1lmJa L~Vm'itl'l:::lJ1a~a~ 

~1'U1"U 2 LL\1.:J ~.:iii l.Pl'U~'!la1Ja (Data Center Site) ru ti1fl1'i~1'1M1'Uflru:::m'llJn1'iC>li'llJ?in~1 2.Pl'U~ 
" '\I ' '\I 

d1'iV.:JLLa:::n~ua1'i'1!'U L'YIP1\l1nnawi1~ (Disaster Recovery Site) ru ~n Software Park ~.:iw!li'l'U"UYIU~ 
~ , 

~'3Pl'UV'!JV1JaoX.:i 2 LLV.:J 1~~1i1Ln'IJ'i:::UU\i1"U,j'C>lJacriia'Yl~'1V'IJ \i1'UiV1rne1ct"fl'i'1ClU \i1'U'li'V1Jat.JaR:::LL\J'U 
" " 4 " " ... '\I " • " 

m'laau 'i:::uum'ii'ua"fl'ictvu 'i:::uui1'i:::L~'U 'i:::uum'l~li'lviit~avu 'l:::uutl'i:::mfll~'1.:iavu 'l:::uu 

tl'i:::n1ia1e.iaavuYln ~ m'iatiu'!Ju.:J '1Yli'I. L-li'U n1'iYlli'lctC>uY11.:im'iPln~1'i:::~u'!l1~~'U\{tJ!1'U (O-NET) 

'i:::~ui'U tl.6 1J.3 LLa::: 1J.6 n1'iY1Vl'1C>'IJY11.:im'iPin~1'i:::~u't!1~~1un1'iPin~1'UC>m:::utJh.:iL~EJ'U (N-NET) 

n1'i'YI t1'1VUY11.:i 01 'ifiin~1'i :::fl'm11~ ~1\J fla a11J Pi n~1 {I-NET) n 1 'iY1"1'1t>UY11.:in1'iPi n~1'i::: fl'ui11~~ 1 u 

v1ii1 fiin-ct1 (V-NET) n1'i'Yl~Cftl\JYl1.:Jn1'ifiin~1'i:::~U't!1~~1'U'W'i:::Yp1ilfll1atJ1 (B-NET) n1'iYlli1'1tl\J 

GAT/PAT ua:::01'lYlli'lefCJU1't!1a1"cy 9 1"111 'i:::\J\J"111J1'jfl'jij.:J 'fo'1m~v"U1~tl'i:::1J1ru 3,000,000 fl'U~VU 

\~"<l"l->;,f w 
1 ·- .. ----·- . ···- --· .. 

cf>. ~ 
3) -·-··-·-- ... ·---··-··-·· c ---.., ,;;:rv 

ll) ··-·······---· .. --·--··· .. ·••··•· ..•......... .. 5) ................... ~ 
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n11~l-Ucrn'1uu'1'1U'U L~ci·rn.:i-rtnJ~1nrut!m~vu~L~lJ1J1n;iu m1'Vl~aciu~1.:i ci 'IJB'1 '1'Vli11. H'1~t1t1 
" ' I 

fl81J~1L\;18{LL1i~1E.Jiliin11vi1'11UtJULfl~8.:ILU.hht1Laiiciu ~'1i!u~1LlJ'U~8'1Ufl11tJ~utJ1'1)~tJULfl~8-ii1E.J'IJ8'1 , 
' " ' 0 " 0 ..., .., Q "'°" . .. ~ 

i11'UE.J'tl81Ja Data Center Site LLa~f'l'Uva11e>~'IJC11Jaa1\11t111E.Jwt1i;i Disaster Recovery Site LYHHYnJ 
'\I '\I " \J 

tJ1~~viE111w'IJe>'1?1ur1ie>1Javia n LLa~P1ur1,JtJ1Jaa11ci.:i 1 i-11-r:Mfo m1vi1~1'U 1 i-1 Laiim..ivi~~ L th.J121u~-U'C11Ja\1a n 
" \I ,, '\I '\I " 

L ~mti~~'lJn11L '!i'11J11 i~1U'11~ 

4.1 L~C>'Vl~LL'VIU~tJmru GSS (Global Site Selector Appliances) vrti.:i1ue>tjL~1J .Jf'1 DC-Site LLa~ OR-Site 

4.2 L~citfft1tJ1.:if'l'UrJ Data Center Site LLa~P1'U~a11a~.Ut11Ja Disaster Recovery Site 
' '\I " \J 

4.3 L~t>1\11~t1t1'11''i'1'ULYl!3l'!J?N '1'Vl?I. ~1LU'Ufl11~ti1tJ'l~CJ~1~i;lm~tJ~ 

4. 4 L ~8UC>~tl'Ufl1) L '11J~Yl1'11'llL tJtifl 'UE.Jf\LL ~~ fl11L tJ~E.JULL tJa'1~~\1a , 
d ~ ~ Lv 

4.5 LV.Cl'1UU'1'U'ULLa~18'11Ufl11 "lf~1'U HTTPS SSL/TLS • 

5. 

5 .1 L tlt.1U~uf1Ra~'1~Yl~L uEm1 utJ1~L YIPl1 YIE.J zj'1ii1'i;iC1tJ1~a'1Rl um1tJ1~ntiul>1rhJLMmnu m1'!l1a LU:i~/V!~e> , , , 

m11 \1L 'lh/l "1L '!i1;tJ1~ut1flt11J~1Lvit1ft~vi;i1~1J1LL'11L ut.1na11~ue>vn11 s \J 1~aijviami1t.1n11 
"' 

1u~tJLe>na11tJ1~m\il11Pi1~e>~1v15m1Y11~~LanY11aun'1 

5. 2 ej\auv11f'l 1~ a~ 1~~u m1LL~~~~ 1 '1 Luu ~1LL 'Vl'U~1,,,u 1 a Lrn~a'l!t1auum 1'!l1a LLa~u ~n1'~V1a~m1'!l1 a 
\I • 

111J0'1~tJ1t>'111 SeNer Load Balancer LLa~atJmru Link Load Balancer LLa~citJmrui;i11'1~t1LLa~ , , 

atJ n1ru~1~t1vi11J 1m.:im1d L llucitJ n 1ru1'Vll-l~hiLP1E.JcJ1i.im11 .u~1u1J1neiu ua~ EI~ 1lfo nama nn 11 
, , , '\I 

1"1t1~ n11 (End of Support) hwijviiJ~~ei-riJ'rn~m1u~~~~'11nu~-cl''Vl~c.iai;i vi~eiu~~Yl~1UYl'U 
~1V!U1 vml'i-rtJ fl1)LL\;)~ ~'1'11fl~t-Jai;i Ll'W\;I)~ LLa~,,,ir~aai!u~C>~"'11E.J hiLntJ 30 1i.i t!rnnn1'U~uan 

\I , 

'1tJ O~-!'U ~~'UL an a 11th~ fl') \il 11fl1L\iltl~8.:1 LL 'UU L C>fl'111V!a fl~1'U1J1'Vf~€l1J fltl fl11 ~u La na11tJ 1:: fl1 VI .. 
~t1'44 Qc;:t _, 

11fl1'llt:J"11tl1ilfl11Yrnt:JL'1flYl)t:J1.Jfl'1 

5.3 cJL'11.Jt:J11fl1~t:i.:iLtJucJ'i1c.ia~1'U~\il~~1~t1t1 Load Balancer ,,,~m1tJmrui;i11'1:5't1LLa::i1ei~num1umn 
" " " " , 
t1tJ1~t1ULfl~t1-ii1mLuu DDoS Protection Bci1~iJt:iv 1 t:itJmru vi~ui1~a~1um1~\il~~1~uufo"eJ1Pi111J • 
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5.4 

5.5 

5.6 

t1La'Uti'i11'111~i'.ifl1'i~,arnrn1'ULL'1~Vl'i1'1{UL~EJU~t>VLL"1mhnjmJ 1 aqicy11tn3L~'U1li~1ffJ1 5 ~1'U 
" 
'U1VI (,,;'1"1ti'UTVI) il1EJ1ti'i~EJ~rnn 5 ti tJU'11n')'U~Yhacyqi1 '\l'U0~1ti~'UL'1m11'itl'i~ffll'l'i1fl1~tl~1EJ 
15 fl1'iY11~i)l~ fl YI 'itiiifl~ 1111 eJ i:ia1L tJ1a qJ qj1~U'itl-l '11fl~ii~1ti1 '1 lll'leJ\j flvltl~\;l 1lJ fl~ "'11J1EJ 

II II «J \J 11d4!fll 11..J ~-.,J 
i:J La'Um 1fl1(;1tl~ Lauti'tf t> L '11i,,u1Y1"'1'it>i:J L 'tlf.11"111 ru flruauu viV1-:iu 
'U 'U "' " 

5.4.1 ffit1{u·rn-:i (Certificate) fl11l.liR11l.la111Trn~LMEJ1~ti-:inu~p.Jmru fiti ~t.Jmru Server 

Load balance l-T~mitlmru Link Load Balancer m.n~umJ ~1'U1\J 1 fl'U , 

5.4.2 

'i~UULfl~ti-ti1EJLL'UU DDoS Protection t1~1-:iiit1e.i ~1ti1ti 1 flti 

5. 4 .3 Ltl na1'i~tif.ltl1l t iXu~ fl1'i1.ltl-l L '11i,,iJ1~"'1~tl~L ~V1'tf1qj ii'i1E.1'1~LBEJVla1°vt~Ufl1'i~l'l~tlYi~tllJ 

LUvfl Vl'i~Yi'1ijt>~tlLLa~a1tJfl-:11'U~a1lJ1'rn9i111~t11~Vl'1'e:lVIL1'11 mru~ avi111. i'.i.Utia-:iaeJfl1'i 

vi1-:i1u"'1~tii'.illqi"'11L-tt-:i~ fl L ~ -:i~1uL~v1.Ut1-:inu~tJmru~La'Ut1 

~ LatJti'i1fl1~ti-:i hJ L lJ'U~vlfo Lt:l naYl~\1 ~t>l'l11lJ~lJ n'U~-ltl1'1U~ La5LUVt:llJ~'U1111a1 YI V L 1'U LL9li'~t11a 
~t1-:it1Lauti'i1fl1l~iifl1i-:i1 iXaa ~aV15LLa~f111url'l.lnm .Ui.d1'1'U " , 
tr La'Uv'i1fl 19\'ti-:i lu L ll'Ut1~om~t1~t1l1l iJun 1ii'i1a~tJt1~-:i-:i1'U1.1tJ-:iY11~'i1"llrn'i \1~t1iX1u~V19lrrn~tiiX11J 
'U \J v , ·~ \I 

L .U1La'UtJ'i1fl1nuY11-:i'i1'tlm'i LL a~ l~LL '1-:iL 1mAti LL~1 "'1~ti LUL tl'IJ~vrt~fom~1.1t1-:i m 'ii~ 1 \iii~uflfla\1~'1 " . 
5. 7 t1La'Ut1'i1P11(;]tJ-:i 'WL tlt.t~iie.iatJ'i~ 1a'tltl~111nunu~~ma'IJt1'i1eJ~'U LLa~/"'1~tJ~t>~ wL llutJii~atl'i~ 1a'tltl 

\J " \I " 

~11ln'U 'i ~wli~tJ La'IJm1fl1 num \iu~ fl1'iVla 1VI na 1~~ L~ nwrnu na ru 1u~t.J 'i~ fl1?1U'i~ fflVl'i1f'l1~tl ,, ,, 

1 'U fl1'i'IJ'i~fi1Vl'i1fl1~tl ~1 v1G fl1 'i'Vl1'1 ~ L~ fl'Vl'it>il fl a Pl~ -:id 

5.8 aY1P1. a-:i1'UaY151'Um'imTvam.Jn1eJi,,a-:i 1umruvi'ti"'1t!-:ir1tJi'u'itJ-:if'lrualJ~'tltJ-:if:nfaLL1faa~11mw9lLL1{ , 

vfuJl~'i~'U 111 tJLLf'lVl\J11~tlfl (Ltlfl'11'i°vt1l1ma~ 1 ) "'11flVitJ11W'111l1'iCl~1LUtifl1'iLvl\;111l'i:m1'U'l·1tJ-lritl , , 

6. 1.lvUL'tl~n1'iv1'1LU'U'11'U 

~Vl\-T1LLa~91111~-:itJtJmruLLa~fijtJ~~LL 1{~ L'1titl tviacJ'!l'U~ fl1'itl'i~ fl1Vl'i1fl1~tl'1~1L iium'i tltlfl LL uu , ,, 
91111~~wuu tJi'rnL9l~wuua1'iatJLV1?1 'i11l~-:iY1viat1um'ivi1-:i1'U~tJ-:i'i~t1tJ Load Balancer LLa~~i.Jmru~u 'l 

Yi~t111~1L iium'i~ nau'i1lufla1m t iXiiR11u~R11ua1m'iCl 1um'i1 i-:i1'U 'i111~~u1'i-:i{rrti1'i~uu 1iXvh-:i1'U1~ , ,, ' 
mh~ihh~~'VIBil1Yf ~~~-u 1 ud 
6.1 tJ'tlti~fl1'i'IJ'i~fl1V1~1m~1Li1'Ufl1'i~~,,,1 C>tlflLL uu ~~iff-:i L;t>1l1eJ-:itii.Jmru1u'i~UtJ Load Balancer ,, , 

LLa~i.J{tJLL9l~'i~'UUf'l'UlJ~1L\;ltl{ ~~ DC-Site LL~~ DR-Site 'i11lO~~~tJUflt>1l~1L~C>TI\J~1tJ~1tJfl -:1 1'U 

'!lti-:i a'Vl?I. (n1m 

rrJ 1) ...................... ...... ............. ............. . ~~···· ) &__ 
3 .................... ................................ . 
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6.2 ~"!l'\J~m~th~m~l'nf\1 ~a-3vi1m~i1~1'1all1f'IU 1~"m.m1~vi1'31'1.J~t:l-3')~tJ\J"1"n (Core System) vi 
1-tt'.:i1'1Jt1Ei\h1'1U'IJLLa~L~miti.:inrn:itlmru~i~"11l'Ufl~-3d~a.:i '1Ylfll. ~ Data Center (DC Site) ru ,, . . 
81fl1~i1tl'n.:i1'1J!"lru~n')~1.m1')t1~1.1Pin~n (anti.) LLri~~ Disaster Recovery (DR Site) ru fll'Uai1')t1.:J . ,, 

\J')~~Y15111Yt Yt~a1Jfi1v~tlmru~h.:i 'l rn1"1'1J" 11'111Jia s 1~v~B.:ivi1m')La'IJB~am~atlnuuu l\1 

'1'V1fll. -n'11~ru1tl'\JWl rltl'Un1~ ~1L U'\Jn1~ L U'\J'11V" n~rutT m~I~ • 
6.3 ~"!l'\J~n1')tl')~n11'1')1fl1 tlia.:ivi1m~91~~.:i~tln')ru1"11.1v.~a1J~.:ii~"11a1v~t\!t\!1ru~1.:i 'l vit-&L"Un1') 

6.5 

6.6 

L ~tl1J 1tM~tyty10J')~\111.:i~\.ln')ru~\v\'vi1n1')~fl~-3l "11J nu~tJmru9i1.:i 'l m i~1'\Jtl~L~1J Yt~mJ,f .:J 

tlfotl')~ ...,~B1~vm~tli'tJtl~.:i~~tJrn~h.nr'U aVlf'I. '1~tl~~a1"Ut:'~L~v1ia~in~111~1LiitJm') L~am~t.u . . ,, 
.:i1'1Jlvl'aEi1.:iiitl')~aVlG111f'I 1'1vii')1ua~L~vlil~'U\ilt>'IJ~tJia.:itl~lliiaEi1.:iuav~.:iii 

6.3.1 aamLtJtJ L~ma"Uat~ '1Vlfll. ~'11')CIJ1t>'UWl na'Um~~fl~~ , 
-. ~ ti ..... .J ..,j O ., ... I 

6.3.2 n1')\Jl~Vl~ ~~\JtJ Load Balancer ua~~ mrutll4 'l VIL'1'1.Ja \il11JVl '1Ylt'1. n1\.1'\J~H\iltlEJ1.:J 

ltim~~1Lii'Um~ ~~v~na1 amiJ~vtl i~1L\j'l.Jn1') a1L "1viVi~1Lti'Um~ ~an~~vit1~81'1'1~Lnlil~'IJ , 

ua::1m 'Um~r;l1L u'\Jm')~~na 11 L 1'1Ju~L U'l.Jn1')UniJqi"11LuYt1::\.1u1L ~.:i~1'\JL ~al \1~::uuvi1.:i1'1J 1v1L tJtJ 

tin~ ~"!l'\J~n1')th:m1~~1f'!1 a1m~n~1Lii'Um')lv\' ,, 

~"!ltJ~ n1')tl ~:: m ~~1f11 9ia.:iili'IL\il~ t.11JL ~1"1U1~ ~ L ~v1'tl1ruV\a11J1')C11\1ili1tl~ n~1LL '\J::tl1ua~ ,, ,, ., 

unun •"11~L~u1ia.:i ntJtli'utl').:J') ~lltl'1 fl1U9l V n')~1J LL lltJtJ~ru1 m ~ t "1ij ri1"1i't1 L Fl~ .:i m~ ~.:in" 11 
·~ , ,, 

~'H~l'lvi1m') Setup Configuration ~tlmru~i~l111'M1l i1"1i'uli.:i1'Uvl~1Ltl'Ul'Ua1'1J~v.:i DC-Site 

L~vl\1a11J1')0vi1.:J1'\JL~aEi1.:iiitJ')::aY1Gll1Yt~11JntJat.Jmru Server Load Balancer vhairnl \1 , 

a1111~nvi1.:i1'1J t "1iitl~~aVJ5mw 1'1.:id 

6.6.1 m~aanutJu (Design) .1.a~~l'l~-3 (Configure) ~tlmru Server Load Balancer ~L'1'Utl 
L ~at \.ia11J1')ovi1.:i1'1J~11Jnuatln~ru~tJ 'l ViiivuL~111 \1ihh~aVJGll1'Yi . ,, 

6.6.2 

6.6.3 

• ~ • ~ ~ 0 

m~m~L1'1~'1n~ SSL Certificates '11\.1')tJ SeNer Load Balancer Vl11JYI arPI. n1\1'\J\il 

m~n1\.1'\Jl'lUa~a~1.:i Application Delivery Controller (ADC) ri1"1i't1 Server Load 

Balancer 

6.6.4 m~n1"1'1.J~11aiiLl1lt:i1 (Monitoring) ~tl~')~tJ\J Server Load Balancer 

I) ·-.. ·---···-... N.. ... ·- _ .. 3) -·· ·----~ .:.-=::-------
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6.6.5 n1'i'Vl~aau (Testing) 'i:::uu SeNer Load Balancer u.urnaija'U\l~.:i 

6.6.6 m'i~1L ihm1'i 1 i.:i1u'1~.:i'tla.:i1:::uu 

6.7 ~1Lii'Ufl1'iLi1m.JLv.:JLfl~a.,j1EJvtlmru Link Load Balancer 1:::,.,11.:i DC-Site nu DR-Site eJ'tl'U:::fl1'i . ,, 
tl'i:::n1Vl'i1fl1 Pi'v.:iiVlvhm1 Setup Configuration WtJ\JLfl~v.:JflvlJ'W1 L\Jlv f~1,.,~u 1inu~'11Ltl'IJ1tJci1'1J 

·tm.:i oc Srte u."::: DR s te L~vt~a1lJ11rt'11.:i1tJl~vE11.:iiitl'i:::avifi1nrd1lJnuvtlmru Link Load • 

LL"::: DR-Site ru 'Cl1fl1'i~'Cl~~u.1fthffl 

6.7.2 ~~~.:iatlmru~'11La'UalJ1a1,.,~u~~~.:i ru DC-Site u":::v1vvtlmruL~11ltl~lil~.:i ru OR-Site . , 
e # • ~ ~ I 

v11m1 Setup Configuration f:!tlmru Link Load Balancer EJ\1tl Radware ~\J Alteon D-

4208 m.lmruL~11 t~a1111'itl'11.:i1'U'i111nrn:itlmru L1rik Load Balancer ~La'UtiL~tim.:iii , , 

th:::aY1~mYia11\!1ruYln~.:ini'Um'i'11.:i1'Um1J~ a'V1i-1.n1\1'\Jlil 

6. 7.3 n1,.,'\Jlil'IJLEltJ1EI (Policy) 'tlti.:i~tlmru~~Vl~.:im11fl1111L~'\J'!ftl\J'11n aYll'l. 

6. 7.4 n1,.,'\JlillJtlUL~m{ (Monitoring) 'tl'Cl'l~tlmru~~lil~'l\Jl1lJft111JL~\J'tJ'CltJ'11n avi!'l. 

6.7.5 vililatiu (Testing) ~tlmru~~~~.:i uurnaijtiu\l~.:i 
6. 7 .6 ~1L U'\Jn1'i 1 i.:i1'\J'1~'1'tltl.:J'iZ"tJtJ 

6.8 fi1L U'\Jfl1'i~fli.:ititln'i N\Jl'n'1iuu":::i.1v.:in'Ufl1'i\J n'in\J'U'i:::uuLfl~a.,j1EJu uu DDoS Protection ~ 
' ' , 'U 

iu:::m'ith:::m~'i1Pl1 ~ti.:ii~whm'i Setup Configuration 'i:::t1tJLfl~v.:iP1ti11~1LV1afi1\1~tJ 1 i.:i1'\J~ 
'11L tlu 1 'U'11'LJ'tla.:i oc Site L '4a 1 ~a11111rt'11.:i1u l~tifh.:iihh:::~h1fin1Yi~111nuatJn'iru~L~E11'!Jti.:i 1 ~ • 
a11J1'itl~1'11\JC>tl mrum1'1~tJU.":::th:i.:in'\Jfl1'itJ mn\J'\J'i:::\JtJLfl~t:i·thEI LL tJtJ ODoS Protection ~.:iif ' . . 

6.8. t e>anu. uuatlmru~~~~.:i 1~L ;ti111fl.:i 1i.:i1tJ19liit11:::avifin1Yi • 
~Vl~.:i~tln'iru (Reconfigure) ~tlmru1~vh.:i1'\J~11111ul~ 6.8.2 

6.8.3 n1\.1'\Jfl'\J LVU1V (Policy) 'tlCl'l'ittJtJ 'Cltl n'iNVl'i1'1iuu." :::U'Cl'lniJn1'itJn'intJ\J'iZ"\JtJ 
' ' . 

Lfl~v.,j1mLtJtJ DDoS Protection 

6.8.4 n1\1'1J~1ltlULV1af (Monitorino) 'tlv'l'i:::tJtJ atlmrulil'i1'1iuu":::thMn'\Jn1'itJmntJ'IJ'i:::tJtJ 
:,, , ' , 

Lfl~v,j1EJLLtJ\J DDoS Protection 

6.8.5 Yl~atiu (Testing) 'tla.:i~t.lmrum1'1itJu'1:::tla.:inum'i~n~nuu'i:::uuLfl~a.,j1vu.uu DDoS 

Protection LL urnaut:i'\J'1~'1 

6.8. 6 n1'ifi1L ii'Un1'i 1 i.:i1'\J\l~'l'tltl'l'i:::tJtJ 

(lrJ 
l) ··-···-·-· ....... ..... ..... -··-

~ 
2) ........ - ............... - - --·--···- 3) ... __ _ 

4) . C::::::::-12 ·- 5) ·-··· ___ c:;(? ---··- \,,;, 6/18 



6.9 ~1Lill.m1'l~"1~~~tlmrum~'11t1~qiqi1ru (Ethernet Switch) ~'l:lu~m'ltl'l~ffllil'l1fl1~u~'1~Yi1m'i 
Setup Configuration ~tlmrum~\l1a~qiqi1ru (Ethernet Switch) m1Jvl avil'I. rh"1i.JI" L~tJl"' 

'111J1·rnvi1~1ul~tJa1~iitl'l~avi5fl1vi~11JnuutlmruiiL~a1iD~ ~~if • 
6. 9.1 8unLL\JU (Design) LLa~91"1~~ (Configure) ~tln'iru 

6.9.2 n1"1'UVl'U1t.itJ1EJ (Policy) '!JD~atlmruvl~"1~~ • 
6.9.3 vii;iatJu CTest.ng) ~tlmru~;;fl,r~ 

6. 9 .4 ~1L U'Uf11'i t .u~1'U'11~'!Jfl~'j~\J\J 
6.10 rn·i~mJtJ'j1JLLa~chuvia"1LVlflL u'lafi 

er'!l'U~f11'jtl'j~n11il'j1fl1 ~a~~1L ilum'lt:l ntnfi1l\Jfla1mt1u~ '1Y1Pl. 1"'iifl111J~fl111J'111J1'lCl1u " , " 
f11'j t i'l~uu Load Balarcer u.a~m.Jmrueu Cl 'l11JoX~rn'jflU.atl1'l~i'n~1L~a l '°'iim'jt i~1ul~8v1~ 

, I " ' 

ihh~aVIGfl1YI 

6.10.1 ~'!l'U~m'l\J'j~n'l"1'l1fl1 ~a~i"1vi1L8n'11'l Drawing f11'l~"1~~n1'lL;81J LEJ~'i~UU'!JD~ 

~\Jn)ru~1~ ~ viL~init:1~V:;;V1~.:i cu DC-Site ru c.i1P11'la1'1M1uflru~m'l1rn1'lm'i 

uVllJ~ff~1 nu DR-site tl1fl1'iit18~~u.1{t11{fl , 

1 1., ti ,... ::; • &I ti ' ... 
'Un1'l 'l:l'j~\JU Load Balancer u.a~~ mruuu ~ 'l11JV1~n1'l~Uau1~.:i'lm~n~ mruLYrn 

m'jli-nul~-uv1~iit1)~avi5fl1Y1 '11u1u'WU'ut1n-h 4 fll'U 

6.10.4 er'!l'U~ n1 'itl'l~ n1Vl'l1fl 1 ~ tl'I L'1'UCJ\1a natJ1'jf11'ltl\J'l1Ja 1"1i'U61iVIU1{ Ua ~'lf'UYfolU 1{v! 
" " 

6.10.4.1 "1an~91'j~1un1'lti~1uu.a~ivim'l~tlmru SeNer Load Balancer '11"1i'u 

DC-Site \1a'lf11'l;;Vl~'I \l1nL~1'!J'U~~aviJ1ru'1 \.1~El erL~U1'!11qJiiffiui'tJ'itl'I 
" 

Certificate ~L~miti.:inu~at11'1ru'1 

6.10.4.2 "1an'1V1'l~1urn'l1ott~1'ULLa~ivirn'lc.itlmru Link Load Balancer ri1"1i'u DC-Site 
~ , 

LLa~ DR-Site \.1a~rn'l9l~~'I \l1nL~1'!Jtl~~atJ1lltl4'1 "1~8 ~L~U1'!11qJvliitui'U'ltl'I 
.:~ " ..,, - -..- ~ 

Certificate VILntl1'!JCJ'lnu~MlflC\J'1 

6.10.4.3 \.1anatJ1'j~1um'jti~1uu.a~ii;irn'jtitln'lru c.itlmruV1'l1'1iuu.a~ilc.i.:inurn'lumn 
'\.I , , , , 

U'U'l~UULfl~8'!i1fJU.UU DDOS Protection ri1i.i-ru DC-Ste \1a.:im'l91VI~~ 

'11m'11tc.i.:i~at11'1cu'1 i.i~a ~L~a1'1:11qivliilui'u'lc.i.:i Certificate viL~initJ~nu 

ck, 
3) -··-.. ·-···-···-····-"··--·-· ~··-· 
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1. f\rui1'n"ctru::~11t1L~t11ntrntln)ru • • 
7.1 tJtlmruYiLatH:i ~tl-3Lllu~uYiv-rnt11ua1EJm·rnavilu1'udtJitJL'1!t1tim1tl1::mm1f11;ti~1a1~m1v11'3 

' ' " 
~L~nVl'rnijna tJtlmw~'1::tl1111~~~'3 t ~ aY1111. '1::v1a-3L U'\Jtitlmru1 iui ua::v1tJ-3ii"1tJ-3~ti~u1C1'3'11n 

' ' 
\J~.;'Vl~~avi ~~ti\J~,;'V19i1 LL V1'\J~1,,,u1t1vf't~-s'\J n11 LL~-3~~ '11 m:' w a\Jlmua~-31 \J'Ju~ d'\JttlL'11'\J ti 

" " 
7 .2 titl mw~ La \Jtl 9i't:M 11J L \Juc.ia \J)Jl ru'tl'tl tl~\J ~,;Vl'1 ~a tll~tl EJ '1\J)::w)1~ n1)~1J l'l)tl-3 L U'UtJflfl'1'\.1~tlU ~ 

, ,, \J ~ , 

tJl'lfla~~lJa::a1t1\Jl111iohi-3t1tl-3¥11avf't~i-3m1\Jl111n11,,,lJ1EJtt:J-3tl1::LY1l'l~tJ1,;Yl'tltJ-3~c.ia\Jli!'\Jti~ 
, 'U -.. " '\I 

7 3 11fl1'tlti-3titln·a~~Laut:J t ~1111ri1tnfau 1iua::'!ltivJ'1u1i R1~~~'3 ri1titlmruL ~al.l~m i1nu1::u tJ 
' ' 

Lf11t1~1EJ '1!V1¥1. ~1V1~'11tltJ)::\JU LU'l::fl1tl\J)1J 1~w '11'Vl¥1. hiv1tl-3Lam•ht~~1EJ1~ 'l L~1JL~1J'11n~ 

U'S1n!) l'\J t UL'1\Jtl11fl1 

7.4 a1m1olinu1::utJlvi.W1 220 v AC 50 Hz 1~ 

"' tJ' •. 1' #.I " 8. flWan"ctN::LUVi1::~ n)NUa::~tln\JlU 11 u1::nv\Jfl1tl 

8.1 fltlmru SeNer Load Balance a1~-s'\J DC-Site ~1'\J1'\J 1 ~ma iiflruan"c1ru::Lov.1::~tl ltlif , , 

8.1.1 ~tl-3L th.JLL\J\J Appliance ~atim~ uu1J1a1v-s'u~1ri1u~1JLLa::m::'11EN1u 1~nu1 tl1um11 

tl1::~n~ (Application Delivery Controller) 

8.1.2 vlt1-3U Application L4 Throughput wt!avm1 20 Gbps ua:: L 7 Throughput 'Wt!t>v 

n-)1 20 Gbps 

8.1.3 vlt>-3'HM~U concurrent connections (sessions) lu1::~u Layer a 1~t!avn11 

28,000,000 connections (sessions) ua::1t>-3-s'u HTTP requests per second lu1::~u 

Layer 4 'Wt!tivn-)1 1,000,000 requests 

8.1.4 .1'~N1ti-3-s'\J Layer 7 Connections Per Second 1~mh~t!t>v 180,000 Connection 

8.1.5 a111110~1 SSL a1'\.1-s't1 RSA 1~°1!tlEJr'l1 15,000 CPS '\.1~tl~m1 

8.1.6 ~t1-31tl-3~U SSL Bulk Throughput 1~ti~1-3i!tlt1 9 Gbps 

8.1. 7 uvrni\JlLL tl\J 1 Gigabit Ethernet Copper U U\J built-in "1~tlU tltl~~~-3 Cooper 

Transceiver Modula 'Wi1tiEJffl1 5 vrn{91 LLa::uv.aiYlUU\J 10 Gigab t F ber (SFP+) 'W 

i!tJEJffl1 2 vrni\Jl Yl~t>1J Transceiver LL\JU SR 

8.1.8 9l't>-3U"1°1i1f.Jfl111J~1WUtlVffl1 16 GB LLU\J ECC RAM \.1~aiin11 

8.1. 9 v1ti-3U~thEJi~LntJitilj'1LL\JU'!!ij~ HOD ,,,~~ SSD 'tl\J1~Pl111J~ 'Wi1aan11 30 GB 

8.1.10 9i't:J-3'111J11'1~1 Layer 7 Application Pers 1stence 1~ ua::a11111n~1 Load Balance 

1~vti Method uw Round Robin, Least Connections ua:: Fastest Response "11ti 

Response Time 1~dJumh~i1m.1 

~ 
1) •..••••••.. .•. ................. ·····-········· 

c::::::=;.~ 4) ..... .. ................ . :: ........... .. 

~ 
2) ........................ ,;. 

5) .......... ~ 'HV18118 
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8.1.11 ~t>~"111J'l"HWl'i1'1"1t>U'1mlJ::~tlmru (Advanced Health Monitoring) lvit1m'iY1'i1'1am.J 

n1'iVhmJ'Utl~ ICMP, TCP, UDP, HTTP, KTTPS, FTP, DNS, SMTP, LDAP 1~LthJt>V1.ru't>EJ 

8.1.12 ~ti~a1l.J1'invi1Virtualization1u'i::~u Layer 3 i.{fa Application Delivery Partitions 

\ot~t> route domain \ot~tl virtual domain Vl~t> virtual appliance (vADC) t>V1~Utlf.I 

32 Instances 

8.1.13 ~t>~a1m·rnvi1 RAM Caching Vl~tl Content ntelligent Caching vi~miim.J.vh u.a:: 

HTTP Compression 1~ 

8.1.14 ~t>~"11l.l1'invi1~1tJLLUtJ Web Application Firewall (WAF) 

8.1.15 ~t>~"11l.l1'rnvi1 Authenfcate User ritiuLi1fi~ Application 1vit1 Application Access 

Management (AAM) "1~t> Authentication Gateway Vl~t>LVivrnvhl~ 

8.~.16 ~t>~a1m'invi1 Routing Protocol u.uu Static Rot...tes LU\Jt>V1~UtlEJ 

8.1.17 Plti~a1m'in'iti~fom'ivi1~1u High Availability L~tivi1~1tJvililuV1utumru~tJmrui;hm~'n 

Lii lil'!ivi'liti~ ll.Ja1l.J1'invi1~1u l~ml.ltl n ~ Llil EJ 'iti~i'um wh~ 1u ~1l.lnu 1~~ ~ u uu 

Active/Standby u.a~ Active/Active 1ruut>tJ1flYI 

8.1.18 ~tl~"111J'l'lfl1i Script fl1°t:l1 Tool Command Language (TCL) L~tit.ulum'i Modify, 

Drop "1~t> Redirect Content ltJ'i::~tJ Layer 7 

8.1.19 'i::UtJtJ~Vl1'i~~n1'ifl1'ivi1~1lJ~t1~m"im~'11VLR~t1~~,;1a (SeNer Load Balance 

Management) ii~ruan"t:lru~Lo-w1~~tl 1tld .. 
8.1.19.1 ttitl°ri~u.1{ SeNer Load Balance i'.if!ru"11J~tl~1~Ut>EJ~~;j 

4--J 
1) --- ... ··- ·--·. -· 

~,;::r-
1;) · ······- ..• . - ·-

1) ~i;i~~t1mfil~cHflti1JYi1L1J1t>{Lailau (VM) ~ avifll. ri1,,.,uliltm~ 
2) ~CJ~a11J1'iOtJ~\o11'i~liln1"i"11\J Web GUI Vl~ll Command line 1~ ua~ 

'111J1'in1i~1\J Multi Tenancy & self-seNice 1~ u~::a1l.J1'iO~Vln1'iUtJtJ 

Role-based Access Control 1~ 

3) ~tl~"111J1'iOvi1 Application policies ntJ AOC 1~ LoUlJ LJRL rewrite, Body 

rewrite, Header rewrte, WAF secur:ty policy, IP access policy L ti tJ 

" \JllJ 

4) ~ti~iiLfil~tl ~iltiri1V1foi Lfl'l1~"1 (;1')1 '1"1lltl u~~ unUflj\o11L ;j~~ n LVlfJ4'111J1"iCl 

viitium~~~n'Uti~ Client VlLt1mtu'i~tJU 1~~_,;j 
" " 

- \;} tl "a 1lJ1 'in LL '1 Vl" AV?, End-to-End Latency L ~ tl LL '1Vl"L1~1n1 'i 

\Jl8\J'1tJ~ltJm'ivi1 Transaction ~1~ 11~ 

- ~B~"11lJ1'iClU'1~Mn1'i1i-l1tJLllmi1tJ1tJLth:iiL~\4~Vl~tl Volume tu 

u9ia~ Location 'Utl-l client lvivuavi~'-laLU\JU.tJtJ Geolocation Vl~tl 

Country location 

11U19/18 

- ~u"a1111'imLavi~ HTIP Yltmuu.~a:: Request 

2~ ,,_ '?!-.::_ _____ _ 
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')....../ 
ll ·-· -·· - . . ·-····-···--·· 

4) ..... c:.;;: . d.~ .... 

- ~t>.:J'111J1'rnLL'1\il.:J response code '!Jt>.:J HTIP c11~1nii error code 

(4xx ~~t> Sxx) user a11J1'HlL.nL'!I debug Llilvti request analysis 

9la request J\l 1 ~~titi Event filtering \JU traffic ever log 1~ 
- ~u.:ia11JTH1LL'1\il.:J~1u1u HTIP request tu-U1.:in'11~m.:inu~~ti 

,j1LLun'ti'NL1'11'!ltl.:JLLvi'1~ request 1~ 

- ;a.:ia1m·mLLa\il.:Jc.J'111vi1.:i client 1-H operating system t~rntj 

- IJi' ti.:Ja11J 1'HlLLafl.:JtJ'111YI 1-3 cuent ti browser 11iltiEJ tun 1'Hi 1 
" 

application 
" c:Jq • " 

- iiltl·rn11J1'iC1LL'1(il-3tJ'1 IP Address Yl1Jn1'i'1.:J request L'!J11J1 LLn~ 

'111J1'iClLL,Wl.:JtJ'1;i1l.J filter 1~ 

5) ~tJ-3'111J1'ifllil'tim.rnm'iLi1n.:i 'i~EJ::L1'11n1'i;jff\JC!\Jtl-3 HTIP I HTIPS, 
" " 

Bardwidth LLa~~1u114 request LtlEJc;tLUlJth::LYIPI niin1fl -tt1..,na1~n 
" " 

~1U1U bytes L<!i'1~~mrnn L.a~~1u1u request '!lti.:i HTIP/HTIPS 

6) '11l.J1'iC1\iloUtl1J'1L~.:i~n<trn.:im..lmru Server Load Balance ~Laueim1~ ~~ti 
" " ' 

'i~UU AOC L~~-3~ 
- f't1-3a1m'inuavi.:immru traffic vY.:i'V!l.llil~~flm'iL\ilEJ ADC vit1iu1Yi 

' 
- ~t1.:ia11J1'iciuafl-3~1u1ua.:Ja~'!lt>-3n1'iL;t11Jvit>'!ft>-3 client v~~t>1Jnu 

" ' I .I 4 I .., • d I 

, f'l1L1Hwm·n '!ft11Jiilt1 ua~EJ.rn11J1'imLalil-3~1u1unTa '!f ti1Jiilti'!lt>.:J 

client vitiiu1Yi 

- ~tl.:J'111J1'iflLLC!\il.:Jn1'iLL~n~1EJ request 1tlLL9la~ Server ua~ 

a11J1'iOLL'1\il-3t.JaLUULtltiiL~\Jvt ~~t> volume 1~ 
,, 

- ~tl'3'111J1'iOL.,Wl.:J Traffic '!J1Li1LL'1~'!J1tltlnli'-3~1J\il 

- ~t1.:ia11J1'imLa\il.:iL1'11n1'iV1t1uaut1.:J'!lti.:J Server ua~na1~1mu 
"11u,j1.:J 1'!Jt1.:Jn1'ivh transaction 

- ~tl.:J'111J1'iOL.'1fl.:J HTIP response code LO\n~i1~i'\Jn1'i 

vit1uaut1.:i~EllilY4Cl1\il t \J'!flil'titi1JaL 1a1L vrniu 
' " 

- ~t1.:ia11J1'imL'1fl.:J~1u1um·n~ti1Jvit1 SSL t uuvia~-tt1.:ina1 
7) ~t1.:ia11JTrnvi1 response time drill down L~tliil'i1~'1tlULLU\JL;.:J~n1u 

an"clru~ End-to-End response time 'i~~11.:i client LL'1:: Server 1~ 
" . ..; . . . . 

8) 11rn.:ia11J1'if1Yl1 RESTful APls LY48Yl1 device management, application 

configuration LLa~ reading analytics data LLC1::L\:it1ti.:J1\J'i11JtlU 

Lf'l~ti.:Jih:i deployment automation L-tl\J Chef, Puppet, Ansible uri:: 

Cl/CD tools L-tiu Jenkins 1~ 

9) ~8-:Jii Dashboard i1vi'uLL'1fl-31:mm'ivi1.:J1\J'!ltl-3'i::\J11 Application 

Delivery Controller (AOC) 

10) ~t1.:ia11JTmvi1 Health monitoring devices '!Jti.:i~umru Server Load 

Balance ~L'1\Jti1~ 

qb. 
3) -·-·--······-······-·····-···-· .... 
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11) ~ci~a11JTmvi1m-s Backup ua~ Restore Configuration 1i.1nucitlmru , 
SeNer Load Balance vlLa\Jci 1~ 

8.2 titln-sru Link Load Balancer a1\.1i'tJ DC-Site ~1\J1\J 1 \.1U1E.J ijflruan°e:lru~LUYi1~~ci1tlll . , 

8.2.1 9ici~L U\JLL\JtJ Appliance VicicimL uu2..11~1\·t'!uvi1fl1UfJ1JLLa~m::'11E.J-ntJ 1 i.1nu Link 

Network ~~Cl Lnk merret 

8.2.2 ~a~iivrn{vi SFP+ ~1\.1i'U 10 Gigabit Ethernet \.1~Cl~ffJ1'WiiciE.Jni1 2 -Uci~ Vi~tl1J 

Module lOGBASE-SR \.1~tifin11 ,j1u1u'Wiimmi1 2 Port 

8.2.3 iiViti{~ copper Gigabit Ethernet \.1~t1~ni1,j1u1ubJuciE.Jm1 8 '!iti~ 

8.2.4 ~ti~ii Layer 4 Throughput 1ijutiE.Jn11 6 Gbps ua::a1lJ1-snvi1~1tJutJ Layer 7 fl1E.J 

Throughput 1~uCJE.Jn11 4 Gbps hwa11J1-smt1~i'um-s~v1E.J Layer 4 Throughput 

1uucivn11 12 Gbps LLa::a11J1-snvi1~1tJtJtJ Layer 7 ~1v Throughput 'Wumrn11 11 

Gbps 

8.2.5 ~CJ~'SCJ~~\J Connections Per Second (CPS) 1u'S~~u Layer 4 1ijucivn11 170,000 

Connections Per Second (CPS) ua:: Layer 7 Requests Per Second (RPS) 1ijutiv 

m1 250,000 Requests Per Second (RPS) 

8.2.6 9\ti~a11J1'Sflvi1 L nk Load Balance 1mli1f.l'W~D~L'1\JClDUn'SNL~1J • 
8.2. 7 ~ci~a1m-smci~i'tm1-sm~'11E.Jl\.1a1i1'!i'111acnuVi (Global SeNer Balancing) 1~ 

8.2.8 i;1ci~a1111-sn~-s1'1atlum-svi1~1tJ'tJD~-s~uu~1tJ (Health Checking) 1~ L uucia1~uci E.J 

~~'1ci1tlif TCP, UDP, CMP ,HTTP/S, DNS, SNMP, FTP, SMTP 

8.2.9 ~tl~'SD~i'um'Svi1~1\JUU\J High Availability Network 11i1f.J1'6' VRRP \.1~DLVifltJLVh1~ ulci 

vi1~1u 2 ~1 'Stl~i'um-svi1~1tJuuu Active-Standby, Active-Active ua:: Hot-Standby 

a1111'Snvin'1'1Cl\Jfl111J~li1Via11i11 un1-svi1~1'\J'S~~tJ SeN1ce Based LLa~vi1 Stateful 

Failover 1~ 

8.3 m.J mru~-s1'1irnLa::uci~num-sun'SnmJ-s~uuL"~ci~1vuuu DDoS Protection ~1'\J1tJ 1 '!ft'! , , ; , 

iiflruan"e:1ru::u:m1::~ci 1 t1if , 

8.3.1 ~ci~Luu~ti n'Sru Appliarce vltJcinuuu111a1vi'uvi1m-suci~n'Un1-sl'12..1~u uu DDoS 

lt'IE.JLOVi1~ LLa::9lci~1 iL Vlfl 1 \J fav u uu Stateless-ri1\.1i'UVJntl'S::LJWl'tJtl~n1'S 1'1119lLL uu 

DDoS (L3/4 ua~ application layer) 

8.3.2 vi' Cl~ ij Mitigation Throughput h i ,j Cl EJ n'J 1 2 Gbps U a~ a 1111'HI~ti1 EJ License 

Throughput 1~ucian11 10 Gbps 1"1f.JW9l-a~Ltl~EJ\J\.1~tlL~1J Hardware 

8.3.3 9l-a~a11J1-sniltJ~num-s Flood Viti'm1'Wummi1 15,ooo,ooo Packets ~ci1'U1Vi 

v 
~: ~~-·~····::·~~ 
~ 
2) ................ .......... . ...... ............... ... . 

Sl .·-·- ····~ ·-···-····-· 

a6. 
3) ··-··-·· ··············· ·· ··· ........ ...... -
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8.3.ll <>i''El_,ij interface LL \JU lG Copper \1~tl lGE SPF "r'4~tl1J Modula Transceiver LL \JU 

Copper 'ElV1..,iJm1 8 vrnfa hu.rn11JT'rnvi1 segment 1tJn1'll1l'l'Hl'1tltJ Traffic LLtJU 

inline tl v 1 " iJ tl v 4 segment LL a ~ ii 'V4 'El i (JI ~ 1 \1 i' u u ~ "1 1 'l ~Ii\ fl 1 ~ LL u u 

10/ 100/ lOOOBaseT tiv1-3utia 2 vrnifl 

8.3.5 vi'ti..,iifl1~ bypass lumru~r.p.Jmruiiil'l!\11 ua~Yi''El..,a 1JJ1~mi1t~vli software ,,,~'El 

Haraware bypass 1~ 

8.3.6 ~tl-3'11lJ1'lnvi1 mirror l nk status \1~tl link state propagation ~1\1fo port pair L'li1J 

mru~ Internal interface iH:J'l!\11 physical down ~tlmrua11J1~fl down external 

interface ~ pair nu internal interface Yliiil'l!m1til 

8.3.7 vltl-3'111J1'ltl\J~"11'l~liln1'l~1\J web-UI "1~tl~1\J Centralize Management ua~ CU 

commands LU1Jtl~1-3tit>v 

8.3.8 v\a..,a11J1~niltM01J OOoS tlt11-3UtlV~-3tl TCP/UDP/HTTP flood attacks, botnet 

protection, anti-spoofing, payload expression-based filtering, permanent and 

dynamic blackl1sts/whitelists, traffic shaping, TCP connection limiting, fragmentation 

attacks, connection attacks, mul ticast/private address blocking Lli\ v fl 1~~...,ri1 

ua~Ltl~V\JLLtla-3R1~1" ~ 1tJ countermeasure ~tlfl~rua12.J1~ni'ufnltl'Vi1-311J1~.X1JYi 

Llilabl'1tl-3 reset \1~t> stop/start policy 

8.3. 9 9itl..,'11lJ1'jntltl-301J SSl/TLS attack ~1\1i'tJ application SeNer L'li1J web, mail ua~ secure 

VPN SeNer 1~ 

8.3.10 ~tl-3'111J1'lnvi1 Blacklist \1~tl Block 9111J IP Location (Country), domain, LLCI~ URL 

1~ 

8.3.11 Yi'&ni learning tool w GU ltJm'l leam tra'fic profle Lifo1mum'ji-3R1 countermeasure 

~Lll1J rate-based \1~tla~1-3 real time signature 1~~Wtl91L1Jim \11mYivrnvi1l~ 

8.3.12 vi'tl-3a11J1'jfl'HMi'tJ "cloud signal ng" Lli\V'111J1'lfl'1-3 request 1tlv-3 upstream 

SeNice Provider ~tM~m9itl"n1~ subscribe ~1'1i'tJfl1'j mitigate volumetric attack 

~i'h.1\J11il1\1ajn11 Internet link 1~ Lli\Vfl1'l activate signaling 9i't>..,'11l.J1~flvi11~LLtJtJ 

automatic (fl11J~1 threshold) ua~LLUtJ manual 

8.3.13 ~t> -rn111 1 ·rn terminate GRE tunnel mru~1LU\J9lt>..,li GRE tunnel ~1\1i'u clean 

traffic ~'1..,lJ1'11 fl Cloud seN·ce provider 

8.3.14 vlt>..,'111J1'jflvi1 packet capture n1Jfi..,a1111'ln filter fl1'lLL'11i\-3~a~1\1i'U Passed, 

Dropped, \1~tl all packets 1~ packet capture ~LL'11il..,1u GUI ~t>-3'111J1'lfl export 

Lth.J pcap (packet capture) file 1.1 
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8.3.15 ~·~Na11J1'rna~ notification e.i1tJ syslog, email LL"::: SNMP trap l~ 

8.3.16 Pl't:1~a11JTrn.,;1 backup/restore configuration '31m:::utJ~LatJt1LL":::~t:1~a11JTrn'i?N~U 

m'ivi1~1tl schedule backup lti 

8.4 ~tJ~ii redundant power supply u.a:::a11J1'iC'l.,;1 Hot swap 1~ 

8.5 ~tlmrum:::'l1EJiqjq/1N (Ethernet switch) ii'i1EJm'il'i~,jt:1ltld 

8.5.1 ~tlmrum:::'11EJi'l!ty'lru (Ethernet switch) u.uu aa JX>rt \i-nntJ 7 ~(ii i'.ifltuamKU:::L1lvn::: 
"' 

lilt:l 1 t1'1 

8.5.1.1 ~tJ~iian~ru:::m'ivi1~1tJhiumm11 Layer 2 
lf ... I ~ I .... I 

8.5.1.2 9lt:l~1J'!HML 'Ut:l1Jlilt1'i:::tJtJLfl'it:l'tl1fJ (Network Interface) LL uu 10/100/1000 

Base-T \1~tl~ffl1 \i1tJ1tJWUt:lfJffh 48 vrnilil u.a:::n 1/lOGBASE-T '11tJ1tJ 

11lut:1fJffl1 2 vrnfa 

8.5.1.3 ~tl~ij,,,tl1EJm11J~1'Wut:1fJn'l1 1 GB LLtJtJ SORAM "1~tl ORAM \1~tl~n11 

8.5.1.4 ~t:l~ij Throughput 1"ut:1vm1 130 Mpps u.a::: Sw'tching Capacity 'Wut:1v 

ffl1 170 Gbps 

8.5.1.5 IJi'Ewrn~~u Mac Address 1~umin11 16,000 Mac Address 

8.5.1.6 tJltl~'111J1'i(l.,;1 Authentication LLUtJ IEEE 802.lx ~11JntJ RADIUS 1~ 

8.5.1. 7 tJlt1~'111J1'iC'l.,;1 Link Aggregation Vl11J1J19l'i!1tJ IEEE802. 3ad l~ 

8.5.1.8 ~ti~a11.11'iC'ltJ~\11'i~~m'i~tlmrue.i1tJvi1~ 1 tl'iLLmlJ Web Browser 

B.5.2 ~tlmrum:::~1v~t\lt\l1 (Ethernet swrt:ch) LLuu 24 JX>rt \i1mu 7 ~(ii ijfi1cuan~:::Ltm1::: 

vitllt!ii' 

8.5.2.1 ~tJ~lj~n~ru:::m'ivi1-nu1"ut:lE;ffl1 Layer 2 

8.5.2.2 Pl'ti~iiia~L~tilJPlt1'i:::tJtJLfll~tl'tl1fJ (Network Interface) u.uu 10/100/1000 

Base-T \1~t:l~n-)1 ,j1tJ1ul1iucivn11 24 vrnfa u.a:::ij 1/lOGBASE-T ~1u1u 

1"utiEJn-"i1 2 Yicrilil 

8.5.2.3 PltJ~ij\1U1fJl'l111J\i11"ut:1fJffh 1 GB LLtJtJ SORAM \1~t:l ORAM "1~ti~n-h 

8.5.2.4 IJi'a~ii Throughput 1"ut:JfJffl1 95 Mpps u.a::: Svvitching Capacity biut1fJffl1 

128 Gbps 

8.5.2.5 ~ti~'iti~~u Mac Address lfib.iut:1EJm1 16,000 Mac Address 

8.5.2.6 !Jla~a11J1'iC'lvi1 Authentication u.uu IEEE 802. lx ~111nu RADllJS l~ 

8.5.2.7 vl't.l~a1111'it'lvi1 Link Aggregation m1l1l1Vl'i!1U IEEE802.3ad 1~ 

8.5.2.8 ~t:1~a11J1'iCltJ~"11'i~~m'i~tlmrut.J1uvn~1i.hLLm1J Web Browser 

.,,,, 13/18 
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" ti .,,.,,. ... " ,, i:.it1u::rn') ')::n1Vl'j1f'l1 '1::Vlti~'1VlVl1'j1fJn1'j'i1fl"::L~:rn~u"::'i1f11"ti~'i::t1u titlmru 'l!mi111LL 1'i 
~ , 

u"::fh 1 <n'~1v~1~ 11 uu111"::')1flf11'jL ~titl'i::ntiurn'i~'11'HlJ1"ti~f'lru::m'i1m1'i 

10. f11 'jn1"11.Jfl~191n1'j~~11tiuua::Liv'UL'!ln1'ah·s::L~u 

~1V'l~ 1 ,;1'i::~1u1u 10% "ti~'HL1u-X~v11~m11acycy1 Li1ti~t1u::m'jtf'i::m\i\'i1P11vi'a~ 
~1LU'Um'iri1'i1'1 LL"::mmuuu f11'j9l\i\~~'j::uu Load Balancer LL"::t.?tlmru~u 'l u"::ue.iun1'~~1LU'U~1'U 
a~11tiuinv tu 30 1utiu0Vl'11n-)u"-3m111'uacycy1 

~1\i\~ 2 ,j1'i::~1u1u 60% "1El~1'3L1uoX.nn.1\i\m11"'cycy1 u1a~'tlu::m'jtf'j::mvi'i1f11~a~ 

fi1Lilurn'ia~11au'i::uu Load Balancer LL"::~tlmru~u 'l 1V.u~1La~'1Yf~a11a~i.tiu snv1u 101utiucl'fl 

'11n1'ua~u1111uacycy1 m'ia~11au~tlmru~ti~~hn1'ja~11au ru aV1P1. "1~tiV1111~ aV1P1. ri1\.1uV1t~1<'1vij 

'i1vrn'iEltlmruav1~i!tiv~'3tl , 

'j1vn1'j~tln'iru 
. 
'11'U1'U 

1) atln')ru SeNer Load Balancer vn11.,Jtl 8.1 tl'i::mm~1v.,Jtithrn 8.1.1 - 8.1.19 
' 

1 't!\i\ , 

2) atlmru Link Load Balancer vn11.,Jtl 8.2 tl'i::ntlt1~1vitlVtlV 8.2.1 - 8.2.9 , 1 'tl\i\ , 

3) tlUn'iN'11'j1'1itJLL"::i1ti~n'Uf11'j\Jn'intJ'U'i::\J\JLf'l~tl"11VUUU OOoS Proteaion , , ' 1 'tl\i\ , 

Yi111itl 8.3 th::ntiu~1v.Utivtiv 8.3.1 - 8. 3.17 

4) ~tlmrum::'11vacycy1ru (Ethernet switch) 

4.1 ~tJn<jruatyqpru (Ethernet switch) U\JU 48 port 7 '!lVl , 

Yi11Jttl 8.4.1 tJ<j:: m1u~1viavtiv 8.ll.1.1 - 8.4.1.8 

4.2 ~tlmruacyqi1ru (Ethernet switch) UtJU 24 port 7 'tl\i\ , 

vi111ia 8.4.2 tl'i::ntiu~1v'!i'avEJv 8.4.2.1 - 8.4.2.8 

~1\i\~ 3 ,;1')::~1u1u 30% "ti~1~L1u.X~~11vim11acycy1 Lifo~t1u::m'ith::m<'l'i11"11vi'ti~ 
~1L uum'j~Vl~~lua1u"tl~'j::uu Load Balancer ua::t?tlmru~u 'l ~~ti11~1Luum'ititJ'j1Jt -ua1u"ti~ 

4"~ V • .- .J '1J LI o 

'i:: u u Load Balancer u":: ~tin 'i ru a 'U ~ ~ 'i tl1J Vl 1LtJtJ'31'Uvi111 L-3 tlU ~ "1 LL a:: "1tiuL"9'1" tin THU vi n 1 'i 

~1LU\J-31'U t "1u"1La~wnut tJ 90 1u UU0~\11n1tJ"-3'U1l.J 1 uacycy1 

'.1u1 14/ta 

) ....... ~-· 

5) ................ .... . ............... .. 

}, .............. ~ - .... .... . 

4) .. ~§ ...... . 
cf:,, .:: 

3) - - ·-· - ..................... - .. - .. .. 



11. "' ' .. \rnmnru'1m'i~'11'iN1 

11.1 '1l'lf'l. '1~fhn'iru1~"1~tl1flEJ1i,,.,"mnru.i'i1R1 

11.2 \11n~Laua'i1fil1'i1EJ t(iliiflrua11~'WnnPi't1'1~~cifiu,.," n~1'Um'i ~i.ii~:m1'UD bin n~t1'1 \1~t1111 
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