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8.1 gunsal Server Load Balance dwu DC-Site $1u2u 1 wihn Snadnvusiawzasluil
8.1.1 #auduwuu Appliance '?'iaanuuumd'm%'uﬁnmun;.uua:nizmurm'lﬁﬁ'u‘[ﬂsuniu
U'szﬂ‘ﬂﬁ (Application Delivery Controller)
8.1.2 vl Application L4 Throughput laitionnin 20 Gbps waz L7 Throughput Taiviey
i1 20 Gbps
8.1.3 MB13B33U concurrent connections (sessions) lusedu Layer 4 lalsivaunin
28,000,000 connections (sessions) warsea3u HTTP requests per second 1WsgAU
Layer 4 hivauniy 1,000,000 requests
8.1.4 @adsessu Layer 7 Connections Per Second 1astaise 180,000 Connection
8.1.5 a@wnsovin SSL dwmiu RSA lalivesndn 15,000 CPS w3sdndn
8.1.6 mees0a3u SSL Bulk Throughput lieenties 9 Gbps
8.1.7 iiwpimuuu 1 Gigabit Ethernet Copper wuu built-in u?auuuﬁmi: Cooper
Transceiver Modula lsitfeenda 5 wesa uasiiweinuuu 10 Gigabit Fiber (SFP+) Ty
wBeni1 2 wesn winu Transceiver WUU SR
8.1.8 feaimhearudibivesndy 16 GB wuu ECC RAM #5efndn
8.19 seslimiwiafiuteyauuutiin HOD wie SSD vwnAwRlitesndt 30 GB
8.1.10 #padm3nYi) Layer 7 Application Persistence 16 wazaunsnyin Load Balance
Taely Method wuu Round Robin, Least Connections wag Fastest Response ED

Response Time laitiustinioy
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8.1.11 AivsannsansIaevanuygunsal (Advanced Health Monitoring) lasnisasaaasy
ATTYINUYEL ICMP, TCP, UDP, HTTP, HTTPS, FTP, DNS, SMTP, LDAP Isiiustnion

8.1.12 Aps@NIavi Virtualization Tusesu Layer 3 w3 Application Delivery Partitions
W38 route domain ¥38 virtual domain W38 virtual appliance (vADC) atnavae
32 Instances

8.1.13 @aeaunsavin RAM Caching 38 Content Intelligent Caching w3nifleuivin uas
HTTP Compression 10

8.1.14 ABIaNIaYiuLUY Web Application Firewall (WAF)

8.1.15 ABIAMNIOMT Authenticate User niowitindia Application 1t Application Access
Management (AAM) w38 Authentication Gateway w3piigumila

8.1.16 Mea1m13a¥i1 Routing Protocol uuv Static Routes 1uatinatias

8.1.17 Feaannsnsesiummhay High Availability tevionmawmilunsdigunsaidamdn
indadeilimmsareulfnuung Tresesiumsvhaudusildtauu
Active/Standby uas Active/Active lilusuian

8.1.18 #esamnold Script 191 Tool Command Language (TCL) telglun1s Modify,
Drop %38 Redirect Content tusvéu Layer 7

8.1.19 sEUUUIMITIANIIMIRITIUBINSNIEaIBIAI BauLYe (Server Load Balance
Management) ﬁqmﬁnwmzmm:ﬁa'lﬂ-ﬁ

8.1.19.1 wew Server Load Balance fianiautfotalousai

1) Fndauuidesneuiumediaiiou (VM) 7 ave. fvuslils
2) ABEIMITAVINISTANIINIU Web GUI w38 Command line 18 uay
am3aldau Multi Tenancy & self-service 0 uazauisadanisuuuy
Role-based Access Control 6t
3) asamnImin Application policies fiu ADC 161 1 URL rewrite, Body
rewrite, Header rewrite, WAF security policy, IP access policy Wy
Ay
1) seailin3osdladmiviiased arasuuazuiUgwndedn lasauisn
ateyaiisdnues Client Adurluszuy o
- AP81UITOLANI Ave EndtoEnd Latency 1A DLAAIIAINIT
aouausdlun1syin Transaction A3 9 19
- fipsausonanimMstgauiuduussiguanie Volume Tu
usiaz Location ¥84 client Tnsuammaiuwuy Geolocation ¥
Country location ‘
- Fpsannsauan HTTP Aldluusas Request
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ADIANTTOUARY response code U89 HTTP §wnindl error code
(B¢ W3D 5% user @wnsaunly debug laeld request analysis
M9 request T  ¥i3elY Event filtering uu traffic ever log lai
foausnuaniduau HTTP request lusaaiaaifisnafiunia
TWUNTNIATBILAAL request 1A

FOIEWNTOUARINATINN client 14 operating system Tﬂay:
AB3a1u1InLanInaiimie dient 19 browser laaglunisidn
application

fodaurTaLaniua 1P Address Afin15d4 request Wun uas
ansouanmany filter 1

5) #pannsagdeyanindiie sseznaInnsravaued HTTP / HTTPS ,
Bandwidth uazduau request lnsguiudsena giinia 9231810
312U bytes [ UW3IDRON UAYIWIU request W83 HTTP/HTTPS

6) aunsoptoyaiddnvesgunsal Server Load Balance flausunlél vie
33UV ADC lndiail

FesanunsauanIUsIn traffic MavuaRianslag ADC Aa3uii
ﬁmmu1inuamiﬂmuqaqmmm‘sl.‘Eiausfa-uaq client w3aufiu
, Anadonsifoude wasdiEuisouansLIUNSisuRaTDY
client #auh

AIAINITOUAAINITUINTIY request lULARY Server uae
annsawanraiiuafifus v3e volume 16

Fosanunsauany Traffic viduazyasntawue
ABENITOLARIIAINITABUAUBIVOL Server Lazlaanflgly
dusing u9an s transaction

AOIAIUITOLARAY HTTP response code iw1zd1mMiuns
mevaupRAnaAlugATeyaAYINI
Fasaunsauanshuiunmsidesss sst luusassiaaa

7)  Fedawsovi response time drill down eRTIRABULUUEGENTY

dnwiuy End-to-End response time 3¥%313 client waz Server 14

8) FasdNIa RESTFul APIs (e¥i1 device management, application
configuration Ua¥ reading analytics data wazAsldemsam i
\winadle deployment automation U Chef, Puppet, Ansible uag
CI/CD tools 1y Jenkins 18

9) mwall Dashboard dwuuamnan13vinuYesszuy Application
Delivery Controller (ADC)

10) #iBsaInsnvin Health monitoring devices ¥aRUnsoi Server Load

Balance niauals

3
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11) #asunsavintnig Backup wag Restore Configuration Triugunsed
Server Load Balance filausl@

8.2 gunsnl Link Load Balancer ¥y DC-Site $7uau 1 wian finadnwuziawizasluil

8.2.1

8.2.2

823
8.2.4

8.2.5

8.2.6
8.2.7
8.2.8

8.2.9

seudiuwuy Appliance fimenuuumdmiimusuuaznsyansauliiy Link
Network %39 Link Internet

Apadinon SFP+ dmiu 10 Gigabit Ethernet w3afnitbivernit 2 481 wisu
Module 10GBASE-SR w3iafni1 swaulivosndn 2 Port

fiwo3n copper Gigabit Ethernet w3pfiniduiuliivosnii 8 1eq

ae3il Layer 4 Throughput liitiosnin 6 Gbps wazam150v1NUY Layer 7 f7e
Throughput laidesnia 4 Gbps Tasawsnseaiun1sves Layer 4 Throughput
Luideendn 12 Gbps wavau1sevnuuu Layer 7 @28 Throughput Liviesndn 11
Gbps

M Da5945U Connections Per Second (CPS) TussAu Layer 4 litiaenin 170,000
Connections Per Second (CPS) waz Layer 7 Requests Per Second (RPS) luvan
i1 250,000 Requests Per Second (RPS)

#Baa11150vh Link Load Balance 1élaslifipaiauagunsaiiii
feannsasnsiunisnszatelmantuaniudl (Global Server Balancing) 1¢f
ABIEINITONTINADUNITHINUVBITEUVAU (Health Checking) 1hiduse1ane
farelUR TCP, UDP, ICMP HTTP/S, DNS, SNMP, FTP, SMTP

5893 UNS¥aULLY Hich Availability Network Tagld VRRP 3aifisuvilé e
YU 2 /1 $933UNTTV ULV Active-Standby, Active-Active Way Hot-Standby
AUIOATIVADUATIUHANAIALUNITNIIIUTEAU Service Based wavyin Stateful

Failover 14

83 guniainsaduuazlesiunisyngnuuszuuiriavisuuy DDoS Protection $1u7U 1 A

%

= L

finuansusiawizsalul

5

8.3.1

832

8.3.3

(4

saailugunsal Appliance oanuuuuidmiviinistasiunislaufivuy DDoS
Tasianiz uazassltinaluladuuy Stateless-dmiunnuseinnveinislanfuuy
DDoS (L3/4 uay application layer)

doall Mitigation Throushput lsitieunin 2 Gbps uazanunsavy s License
Throughput 18laitfasndn 10 Gbps lavlisipaasuvieiu Hardware

Fasamnsotlasiums Flood fisnsthiiasnia 15,000,000 Packets foiund

/ S

2

win 11/18



834

8.3.5

8.3.6

8.3.7

8.3.8

839

8.3.10

8.3.11

8.3.12

8.3.13

8.3.14

A03dl interface WUU 1G Cbopper 38 1GE SPF wiau Modula Transceiver WU
Copper 881318y 8 #a3a louaIu1sni segment lun1snsrvasy Traffic wuu
inline 8614188 4 segment uarinoiadivivuinasianisuuy
10/100/1000BaseT at1avay 2 wasn

fiedin1s bypass lunsdgunsaifidywt uazdesamniavilasld software 3o

Hardware bypass 19\

ABa1U150%1 mirror link status w38 link state propagation #wiu port pair 15U

N3 internal interface 1Ugyu1 physical down qﬂnﬁfﬂmm‘m down external

interface # pair fu internal interface AidUaywild

ABAU1SAUINTITINATTHIU web-Ul w3oH1u Centralize Management way CLI

commands ({ustneioy

desamisatieadiu DDoS sE1ateedai TCP/UDP/HTTP flood attacks, botnet

protection, anti-spoofing, payload expression-based filtering, permanent and

dynamic blacklists/whitelists, traffic shaping, TCP connection limiting, fragmentation
attacks, connection attacks, multicast/private address blocking In g n‘]‘iﬁvdﬂ'ﬂ
uazdsuutasAnne q Tu countermeasure gUnsaiamsaiuATlUvanldvT

Inwlaifing reset w30 stop/start policy

aesaunsmiaaiu SSL/TLS attack w3 application Server iy web, mail uag secure

VPN Server 19

fea1u1501 Blacklist 1Sa Block ®1u IP Location (Country), domain, uag URL

¢

¢imail Lleaming tool Ui GUI Tums leam traffic profile iel#lumsasdn countermeasure

#idu rate-based w3eada real time signature ldlandnluld waifibuninlg

793101505895V “cloud signaling” Ta@1u 15044 request LUS upstream

Service Provider 94AN3#84N15 subscribe 3N mitigate volumetric attack

fAfivurelnginda Internet link 1# Taen1s activate signaling #Fosaursavilduuu

autornatic (A1 threshold) wazuuu manual

ABIAIN1S0 terminate GRE tunnel nsdd1ilunaald GRE tunnel @1m3u clean

traffic N9 Cloud service provider

ADIANUIIONI packet capture 5AuDIE M0 filter n1suannadmiy Passed,

Dropped, #38 all packets 1¢f packet capture fiuanslu GUI #paa@m1s0 export

«Ju pcap (packet capture) file 19

3}
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2 U

4} ...

8.3.15 sed@Nsndl notification HU syslog, email waz SNMP trap 1

8.3.16 #ma@m1ioni backup/restore configuration IINTFULTIELUBLALABIEMASOTBITY

N13¥797U schedule backup 10

8.4 #oil redundant power supply WarauNsow Hot swap 16

8.5 guniainsyawdngn (Ethernet switch) fisnensswsluil

85.1 gunsninszaedtyne Ethemet switch) Wuu 48 port 4mMau 7 4o Tinadnwosiane

ralud
8511
8.5.1.2

85.1.3
8.5.1.4

5315
85.1.6
8.5.1.7
8.5.1.8

aesllanwuen1svinuliitsenia Layer 2
fosdlveadounaszuuinietis (Network Interface) wuy 10/100/1000
Base-T w38An11 91u7uliidssnidt 48 wesn wazil 1/10GBASE-T 31u7u
liideunin 2 wodn

sosdiviiuanudiliussnin 1 GB wuu SDRAM w3n DRAM v3afinin
#iaadl Throughput T1iiesnda 130 Mpps waz Switching Capacity laitios
N1 170 Gbps

AB95033U Mac Address lalitaenda 16,000 Mac Address
fBeaL1I0NT Authentication WuU IEEE 802.1x 32U RADIUS 191
ABAEWTTOMA Link Aggregation MNLNATEIU IEEEB02.3ad a1

sosdmrsauimsdansgunsaiimunalusunsy Web Browser

85.2 gunsalnsyanedn (Ethemet switch) W 24 port §7u3u 7 90 Tndnuomans

aaluid
8521
8522

8523
8524

8525
85.26
8.5.2.7
8.5.2.8

soalanwairnsvheulaidesnin Layer 2
Fosldonfannaszuuinievis (Network Interface) wuu 10710071000
Base-T w3amni Sauaulitiosnin 24 wedn uavdl 1/10GBASE-T 377U
litiosnin 2 woin

pedivisaiudtlidesndt 1 GB uuy SDRAM %38 DRAM %30@ni
feadl Throughput Litiasnin 95 Mpps wag Switching Capacity liutesni
128 Gbps

#845895U Mac Address lalitiasnia 16,000 Mac Address
f99a1u150v1 Authentication wuu IEEE 802.1x saufiu RADIUS 18
o130 Link Aggregation muuIns§Iy IEEEBC2.3ad 161

ApuIInUIMIsTaMsgUN sl RlUIUNTU Web Browser

3)
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9. Gaulvlumsieiy
druzmivizmasan wassdaitensnuavduauarsinivesssuy gunsel genawnd

warAlg9Iemne | TuusarsenmsifeUssnounISRATUNTBIAENTSUNTS

10. msimuAMAnTsEINaULaslaulun1st1sERy
.:i a - = 5 L3 q' b L4
VN1 158U 10% YEINRUIRMUARLAYQT WHORTUTNITUTENIATIATMBY
AluN13d1T29 wazeaNUUU MIRARITELUY Load Balancer kargunsnidu q uasununsatiuay
dwaumely 20 Tutiuinainiuasunailudgen
-l L) e = : wt J & L
VN 2 PITETUIU 60% VBIRWIUYRVUARUAYYD WeHIULNITUTENINTIATADY
o - 1 (d » 1] -~ 4 el
AiiuN19aBYsEUY Load Balancer uazgunsaidu q Mudaadawisudey niwlu 70 Tufude
nduauuludygya msdweugunsaisioniinisdwey w and. visaudl and. fvual laeil

TN IgUnItiaE Al

T1en159UnTal 1
1) auUnsal Server Load Balancer muda 8.1 Usznousiutetiay 8.1.1 - 8.1.19 199
2) gunsnl Link Load Balancer mudi 8.2 Yiznoushudeyoy 8.2.1 - 8.2.9 1gn
3) gunsninTadunaslaafunmsynsnuuszyuinietisuuy DDoS Protection 1 gn

a1 8.3 Usznausiuuptay 8.3.1 - 8.3.17

4) gunsnins¥aedtyeo (Ethemet switch)

4.1 gUnsnidtygyInu (Ethernet switch) wuu 48 port 7m

aute 8.4.1 Usenaumetosss 8.4.1.1 - 8.4.1.8

4.2 gunsnidtyeynu (Ethernet switch) wuu 24 port 7 9m

anuta 8.4.2 Ysznausdutates 8.4.2.1 - 8.4.2.8

L3

ven 3 915s9uau 30% vevialdunavuaniudne Wekvurn1UsenIaTAne
AudunsAnsaludiuyedssuy Load Balancer uazgunsaidu 9 wisudnduniseusuludiuves
58UV Load Balancer uargunsaldu q wisudniununuisuluuasvsuivadafmuanis

gutiuru Iudnadanelu 90 Su Tudaaniuasuiludggn
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